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the applicable base period (as those terms
are defined in subsection (e)). If he deter-
mines that the price index had changed by a
percentage (of its level in the base period)
equal to 3 per centum or more, the amount of
the educational assistance or subsistence al-
allowance payable to eligible veterans or ell-
‘ gible persons pursuing & program of educa~
$ion or training, other than a program by cor-
respondence or a program of flight training,
in an educational institution under chapter
31, 84, or 35 of this title shall be changed
by the same percentage (adjusted to the
nearest one-tenth of 1 per centum), effective
with respect to such allowances for months
after the guarter in which the determina-
tion is made. - -
“(b) In the case of any individual who first
becomes entitled to an educational asslstance
or subsistence allowance in or after the
month in which & change becomes effective
under subsectlon (a), the amount of such
allowances payable to or with respect to him
on the basis of such entitlement shall be de-
termined by applying such change (or, it
more than one change has become effective

under subsection (a), by applying all suchj}

changes successively) to the amount of suc
allowances which would be payable und
‘the provisions of chapter 31, 34, or 35, as th
case may be, without regard to this sectl
“(c) Any change under subsection
shall apply with respect to all educati
assistance or subsistence allowances pa
under chapters 31, 34, and 35 of this;
during the period in which such chayge i3
effective regardless of the provisions finder
which such allowances are payable §
menner in which the amounts payag
determined, but shall be applied .V
spect to the allowances payable toZ r’ with
respect to any particular individ§al only
after all of the other applicable pro¥isions of
this title which relate to eligibil
the amount of such allowances, ajt
changes made in such allowancei;
section, have been applied. &
“(d) If the amount of the cla
educationsl assistance or subgitence allow=
ance under subsection (a) is @bt a multiple
of $0.10 it shall be raised to {fie next higher
muiltiple of $0.10 in the case $f s multiple of
$0.05 or adjusted to the negfest multiple of
$0.10 in any other case.
“(e) For purposes of 1

section—

“(1) the term ‘price jMdex’ means the
Consumer Price Index 11 items, United
States city average) P shed monthly by
the Bureau of Labor tistics; and the

index for the three
pir quarter shall he
%f the price index in

average level of the pri

“(A) the calend:
July 1, 1974, with I
under subsection (af, and

r quarter lmmediately

recent change ykder subsection (a) was
made, with respeift to any change under sub-
section (a) afteff the first such change.”
(b) The tablg]
of chapter 36 o title 38, United States Code,
is amended by#dding at the end thereof the

following: 3
“1798. Cost-offliving changes in educational
assigfance and subsistence allow-~

anchs.” :

(c) The gr
(a) of thisgection shall apply only with re-
fanges in educational assistance
itence  allowances under chapters
31, 34, angi 35 of title 38, United States Code,
‘in and after the second calen-
dar quarfer beginning after the date of the
enactmefit of this section on the basis of
determinations made (under section 1796 of
such title, as added by subsection (a) of
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this section) In and after the first calendar
quarter beginning after the date of the
enactment of this section.

J PHREY submitted two
ghts, intended .to be proposed
by him#to the bill (8. 3523) to establish
a Temgborary National Commission on

Supp#;i’es and Shortages.

Fd
ADDITIONAL COSPONSORS OF

gf' AMENDMENTS

3’ AMENDMENT NO. 1348

£ At the request of Mr. HUMPHREY, the
g Senator from Indiana (Mr. HARTKE), the
Senator from Maine (Mr. HATHAWAY),
the Senator from Iowa (Mr. HUGHES),
the Senator from Wyoming (Mr. Mc-
GEE), the Senator from New Hampshire
(Mr. McINTYRE), the Senator from Min-
nesota (Mr. MONDALE), and the Senator
from Wisconsin (Mr. NELsON) were
added as eosponsors of Amendment No.
1348 to the bill (8. 2005) to provide ade-
quate reserves of certain agricultural
commodities, and for other commodities,

AMENDMENT NO. 1428

At the request of Mr. ProxMIRg, the
Senator from Tennessee (Mr. BROCK)
was added as a cosponsor of Amendment
No. 1426 to the bill (H.R. 11221) to pro-
vide full deposit insurance for public
units and to Increase deposit insurance
from $20,000 to $50,000. )

SNOTICE OF JOINT LEGISLATIVE

. HEARINGS ON PRIVACY AND GOV-
ERNMENT INFORMATION SYS-
TEMS

Mr. ERVIN. Mr. President, hearings
on hills relating to privacy and Govern-
ment Information systems will be held
before an ad hoc subcommitiee of the
Senate Government Operations Com-
mittee and the Judiciary Subcommittee
on Constitutional Rights on June 18, 19,
and 20. The joint hearings will be held in
room 3302 of the Dirksen Senate Oifice
Building at 10 a.m.

The legislation before the Govern-
ment Operations Committee is S. 3418,
which I have cosponsored with Senators
PercY and MuskIg, to establish an ad-
ministrative structuré to oversee rules
for the gathering and disclosure of in-
formation concerning individuals, and to
provide management systems in Federal
agencies, State and local governments
and other organizations concerning such
information, and for other purposes.

Bills pending before the Constitutional
Rights Subcommittee of which I am also
chairman, are: 8. 2810, introduced by

Senator GOLDWATER, to protect the con-

stitutional right of privacy of individuais
concerning whom identifying numbers
or identifiable information is recorded by
enacting principles of information prac-
tice in furtherance of amendments I, IIT,
IV, V, IX, X, and XIV of the U.S, Con-~
stitution;
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S. 2542, introduced by Senator BayH
to protect the constitutional right of pri-
vacy of those individuals concerning
whom certain records are maintained;

and

S. 3116, infroduced by Senator Har-
FIELD, to protect the individual’s right to
privacy by prohibiting the sale or dis-
tribution of certain information.

With these legislative hearings, the
Government Operations Committee will
continue its oversight of the develop-
ment and uses of automatic data pro-
cessing in the Pederal Government. The
intergovernmental nature of nationwide
systems involving electronic and manual
transmission, sharing and distribution of
data about citizens has significant im-
plications for our federal system. In its
attempt to respond to citizens’ demands
for quality and quantity in services, gov-
ernment and the private sector have
turned to the large data banks, compu-
terized information systems and man-
agement technigques which will help
them get the job done. Where these
practices and systems neglect the ad-
ministrative and technical ¢oncern for
privacy, due process, and surveillance
over the individual, they are taking a toll,
which is yet unmeasured, on constitu-
tional principles of accountability, re-
sponsibility and limited government. The
cost to the taxpayer in dollars and cents
concerns every American, for in the in-
terest of promoting eficient government,
the taxpayer may also be paying for loss
of his privacy. That may be the price of
insufficient monitoring by the public and
Congress of the haphazard, ad hoc,
ways modern government has found to
meet its information needs, and which
public officials use to meet. their political
needs.

- Two Subcommittees of the Govern-
ment Operations Committee are pre-
sently conducting oversight into major
aspects of this problem. For instance, the

‘Permanent Subcommittee on Investiga-

tions, chaired by Senator JACKSON, is pre-
sently conducting an inquiry into sur-
veillance practices in and out of govern-
ment, including government wiretapping,
eavesdropping, recording, industrial es-
pionage and bugging of labor negotia-
tions, and other monitoring practices.
The Intergovernment Relations Sub-
committee chaired by Senator MUSKIE,
who is also a sponsor of the pending bill,
is considering legislation concerning
electronic surveillance and the need to

reorganize departments and agencies en-

gaging in sueh practices. That subcom-
mittee is also studying a major aspect
of Federal administration which affects
individual privacy; this Is the classifica-
tion of Federal records and the laws and
rules governing access, release and with-
holding of information which govern-
ment collects about people.

The sponsors have introduced S. 3418
for purposes of discussion on the issues
of what standards Congress should set
for the protection of privacy in the devel-
opment and management of Federal in-
formation systems, especially those
which have been computerized with
capacity for the sharing of records
among departments and governments
and across State boundaries. I expect
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Mr. Javirs. I point out that
States not covered includes such W
populated States as Montana and Louig
which happen to be the States of the ¥
Jority leader and the chairman, as well §
Hawail, Idaho, Arkansas, North Dakota, ant

list of

making that clear. There is no exclusivity
about this.

Mr. LoNGg. Mr. President, I ask unanimous
consent to have printed. In the RECORD a list
of the States that would benefit under what
we were able to work out with the House.

There being no objection, the list was or-
dered to be printed in the RECcORD, as follows:

E;nmated Estimated maxi-

maximum mum tatal
number of  additional costs
States beneficiaries (thousands)
Alaska....._. 1, 100-1, 500 $600-$800
Maine__..__ 7, 000 8, 000 3, 000-3, 500
Massachuseits. 49, 300 30,
Michigan. _ . __ 71 400—97 300  40,700-55, 400
Nevada_..__ 3,600
New Jerse 80, 000—120 000 48, 000-72, 000
Puerto Rii 33, 00042, 000 9, 000-11, 000
Rhode Istand 8, 000-9, 000 , 000
Vermont_._ . -« 3,600 2,000—3, 060
Washington . _______.... 42,000 17, 000
Tolal _ . ____iio:.s 300 000-380, 000 160, 900-202, 100
Federal share _gveoem o . 80, 101, 000

The PrRESIING OFFICER. The question 1s on
agreeing to the conference report.

The conference report was agreed to.

Mr. LoNG, Mr, President, I move to recon«
sider the vote by which the conference report
was agreed to.

Mr. BENNETT. I move to lay that motion on
the takile.

The motion to lay on the table was agreed

Mr. JAVITS. Mr. President, that com~
mitment was given to myself and the

Senator from California (Mr. TuNKeY) in.

October of 1972, Since that time, 1t has
become clear that remedial action must
be taken in order to permit the Federal-
State extended unemployment compen~
sation program to function as Congress
intended. That need is highlighted by the
string of temporary amendments to
which Congress agreed in an attempt to
remedy the defects in the trigger mecha-
nism on a temporary basis in June 1973,
December 1973, and March 1974.

These amendments will again lapse on
July 1 of this year unless further action
is taken. It is time that we sought a per-
manent solution to the inadequacy of
those trigger requirements so that we can
offer some measure of assurance to those
workers who are unempioyed that there
will be an adequate program of benefits
available to them.

The amendment that I am privileged
to cosponsor would provide for the ex-
tended beneflts program to-trigger on in
any State in which the insured unem-
ployment rate equaled or exceeded 4 per-
cent for any 13-week period. The off
trigger would be activated when the in-
sured imemployment rate in that State
dropped below 4 percent for any 13-week
period. The thrust of this amendment is
to eliminate the requirement that the in-
sured unemployment rate exceed the rate
for the corresponding period of the pre-
vious 2 years by at least 20 percent. If
any State 1s experiencing a severe unem-
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ployment problem, it is of little relevance,
particularly to the individual unems=-
ployed worker seeking a job, whether
that State has experienced such similar

_periods of high unemployment previ-

so forth. I thank the Senator from Utah for ’

% Under this amendment the following
23@Btates are currently eligible to pay
extofgded unemployment benefits:

Alagga, California, Connecticut, Dela-
ware, Figvail, Idaho, Maine, Massachu~
selts , MMglgan, Minnesota, Montana,
Nevada., K Jersey, New Mexico, New
Ycrk, Northfakota, Oregon, Pennsyl-
vania, Puerto Wco, Rhode Island, Utah,
Vermont, Wast gton, and West Vir-
ginia.

Dnly two States
ware, would be eligith
ing those benefits aft¥ July 1 if this
amendment is not agrégg to. The con-
tiruation of this amendm¥gt would pro-

&Jichigan and Dela-
to continue pay-

vicie for the payment of ex¥ended bene-
fits: for up to 1,400,000 worker¥gither cur-
rently receiving, or potentially@ligible to

receive benefits during ficsal y&r 1975,

I hasten to point out to the S¥gators
that this amendment simply permifg the
States to trigger into the extended b&ge-
fits program. It is still left to the disc}
tioa of the various States as to whethdf

or 210t they wish to participate in the pro-¥§,
ithe table.)

grem. In addition, this amendment in-
volves no increased general fund expend-
itures on the part of the Federal Govern-
ment since the extended benefits pro-
grem is financed in equal part from the
various State unemployment accounts,
and from the Federal extended benefits
account, both of which are financed by
an employer payroll tax.

I4r. President, I ask unanimous con-
sert that a table showing the number
of rotential beneficiaries of this amend-
ment supplied by the Department of
Lahor be inserted into the Recorp.

The PRESIDING OFFICER. Without
objection, it i1s so ordered.

EXTIMATED EXTENDED BENEFITS, FISCAL YEAR 1975

[Ass; mphons [¢)] Drop 120 percent Tngger Criteria; (2) Insured
; (3) All States affected will

pa E conformmg Ieguslahon]

Number of
beneficiaries

Total costs
(millions)

Florlca___ B : "‘7-;‘
3000 3
3,100 ]

INQIBUA oo oo oo i i
lowa.
Kanszs_ _

7.
Mass: chusetts "iéi, 500 : . 79 é
Michiiran. _ 143, 200 85.9
Minnesota. 12,500 4.9

Missis sippi
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Number of Total costs
beneficiaries (millions)
Missouri..ooooomoo.. 15, 000 $5.7
Montana____.___.__.____. 2,500 .7
Nebraska.
Nevada.________.________ 7,800 4.5
New Hempshire . .. .
New Jersey. 167, 400 101.0
New Maxico. 2,900 .9
New York._. 270,000 164.7
North Carolina. .o ...
North Dakota........__._. 1,600 .6
Ohio_ ... Caiemann
Oklahora. . . e e ———— e
Oregon. ___._______.__.__ 21, 400 10.9
Pennsylvania.. — 55, 600 35.0
Puerto Rico._._ 108, 400 26.8
Rhode Island__. - 21,200 12.0
South Carolina_ . icaaeeea
South Bakota. - oo e
T ennes 08 oo .
TeXaS o e emme -
Utah._. 1,500 5
vermon 4,700 3.0
Virginia__.____ mmm e m e ——— e mean
Virgin Islands. . .
Washington____ - 108, 800 60.7
West Virginia. ... 3,7 i.4
W|sconsm___-__ e m e — e ————————
WYOrming. e
United States total..___._. 1, 417,900 800.0

Note: Costs would be shared 50-50 by States and Federal
Gevernment.

FAIR CREDIT BILLING ACT—
AMENDMENT

AMENDMENT NO. 1438

(Ordered to be printed, and to lle on

r. PROXMIRE (for himself and Mr.
BRYpck) submitted an amendment, in-
ered to be proposed by them, jointly,
to tBg bill (H.R. 11221) to provide full
depost, insurance for public units and to
incres deposxt insurance from $20,000
to $50, 0

INCREARF

OF ALLOWANCES TO
VE A

MNS—AMENDMENT
AMERDMENT NO. 1440

(Ordered to ®e printed, and to lle on
the table.) -

Mr. BELLMON®MYr. President, S. 2784
has recently beenyeported out of the
Senate Veterans' Affgirs Committee and
placed on the Senath calendar. During
consideration of thifgmost important
measure it is my intdnt to offer an
amendment calling fo an escalator
subsistence and educatiorlyl allowances

similar to present provisioffy of the so-
clal security programs.

Mr. President, I ask anigous con-
sent that the full text of mPamend-

ment be printed in the REcorD¥ t this
point.

There being no obJection the anfgnd-
ment was ordered to be printed In ¥he
REecorp, as follows: .

AMENDMENT No. 1440 "

On page 105, line —, insert the following
new section:

Title VI. Sec. 601. Chapter 36 of title 38,
United States Code, is amended by adding at
the end thereof a new section as follows:

““§ 1796, COST-OF-LIVING INCREASE IN EDUCA-
TIONAL ASSISTANCE AND SUBSIST~
ENCE ALLOWANCES,

“(a) As soon as possible after the begin-
ning of each calendar quarter, the Admin-
istrator sirall determine the extent by which
the price Index in the preceding calendar
quarter was different than the price index
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hearings to produce expert advice not
only on the standards to be set, but on
the scope of the bill and how far the
law should affect State, local, and private
data banks. The hearings will also help
us determine what kind of Federal strue-~
ture should be established to enforce or
advise on standards.

Congress is now considering a number
of legislative proposals directed to spe-
cific problem areas of the law governing
the privacy of the individual such as
criminal justice data banks, military
surveillance of civillan politics, wiretap-
ping and eavesdropping, private credit
data banks, employee privacy, behavior
modification, lie detectors, and com-
puter technology. These are some of the
techniques and governmental programs
which have concerned Congress and the
publie. -

In contrast to such special legislation,
the proposals considered in the June
hearings represent general legislation to
protect the privacy of all citizens and to
build into the structure and practices of
government a strengthened respect for
the privacy and other freedoms guaran-
teed by the Bill of Rights.

S. 3418 1s similar, bub not identical, to
omnibus legislation introduced by Rep-
resentatives Epwarp KocH and Barry
GOLDWATER, JR., Which is belng consld-
ered by the House Government Opera-
tions Subcommittee on Forelgn Opera-
tions - and Government Information
chaired by Representative WiLLiam

MooruEaD. Their joint efforts are con-

tributing greatly to the chances for en-
actment of major privacy protections

this year. Individually, many Menibérs’

of the House of Representatives have
for a number of years sponsored bills
reflecting sections of this proposal re-
lating to mailing lists, a Federal privacy
board, Federal 'questionnaires, and
changes in the freedom of information
- law. . :

Portions of S. 3418 are similar to the
measures pending before the Constitu-
tional Rights Subcommittee. Another
portion is comparable to my bill 8. 1791
of the 91st Congress, which was to limit
tire threats to privacy from burdensome,
overly personal questionnaires by which
Government agencles sought statistical
information through coercive collection
techniques.

S. 3418 and the related bills deal with
requirements to reveal one’s social secu-
rity number to government and private
organizations, with personal statistical
qguestionnaires, mailing lists, and reme-
dies for official information programs
which may pass constitutional bound-
aries. .

In addition to -the thousands of com-
plaints which people have sent to Con-
gress, we now have for guidance on this
subject the Investigative hearings, re-
ports, and findings of a humber of con-
gressional committees, private organiza-
tions and Government departments. One
of these studies, “Records, Computers
and Rights of Citizens,” was ordered by
the former Secretary of Health, Educa-
tion, and Welfare, Elliot Richardson, who
will testify on June 18 on the findings
of his study and the need for congres-
sional and administrative-action.
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Another influential and comprehensive
report entitled “Privacy and Freedom”
by the Assoclation of the Bar of the City
of New York was directed by Prof. Alan
F. Westin of Columbia University. Re-
cently, Dr. Westin conducted another
study with Michael F. Baker for the.
National Academy of Sciences entitled
“Databanks In a Free Soclety.” I am
pleased to announce that in addition to
presenting testimony on the pending leg-
islation, Dr. Westin has agreed to serve
88 a consultant to our hearings and to
give us the benefits of his considerable
research and analysis in this area of the
law. :

With the establishment of the new
Domestic Council Committee on Right to
Privacy chaired by the Vice President,
Congress now has additional resources
and assistance in its efforts to protect
privacy, and we look “forward to their
cooperation in our studies.

Vice President Forp has accepted an
Invitation to .present a statement on
June 19 which will be dellvered by the
committee’s Executlve Director, Mr,
Philip Buchan.,

Other witnesses with speclal knowl-
edge in this area of the law and admin-
istration will include Members of Con-
gress who have sponsored privacy leg-
islation, representatives of the National
Governors Conference, the National Leg-
islative Conference, the- National As-
sociation for State Information Systems,
Government Management Information
Sciences, the National League of Cities,
the TU.S. Conference of Mayors, the
Americen Civil Liberties Unlon, Liberty
Lobby, public administration specialists,
and other interested organizations and
individuals.

The Subcommittee on Constitutional
Rights conducted excellent hearings in
March of this year on criminal justice
data bank legislation, in 1971 on “Fed-
eral Data Banks, Computers and the
Bill of Rights,” and in 1969 on “Privacy,
the Census and Federal Questionnaires.”

These hearings elicited for Congress a -

wealth of information about public com-
plaints and attitudes concerning the
establishment and the management of
Federal programs to investigate citizens
in order to store, distribute, and ex-
change information about them. We
found that some of these programs were
none of the business of the Government
and infringed totally or in part on con-
stitutional freedoms. Other programs
were meant to obtain the great amount
of information which Congress must
have to legislate wisely and which the
executive branch must have In order

_ to ‘administer the laws properly. In

some instances, however, it was charged
that lawful programs went beyond their
purpose in scope, and in some cases, that
the lack of adequate control permitted
unauthorized access to this Government
information, or allowed its transfer and
distribution to unauthorized persons and
those who had no need for it in the per-
formance of their duties,

It is a rare person who has escaped
the quest of modern government for
information. Complaints which have
come to the Constitutional Rights Sub-
committee and to Congress over the
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course of several administrations show
that this is a bipartisan issue which ef-
fects people in all walks of life, The com-~
plaints have shown that despite our rev-
erence for the constitutional principles
aof limited Government and freedom of
the individual, Government is in dan-
ger of tilting the scales against those
concepts by means of its information-
gathering tactics and its technical ca-
pacity to store and distribute informa-
tion. When this quite natural tendency
of Government to acquire and keep and
share Information about citizens is en-
hanced by computer technology and
when it is subjected to the unrestrained
motives of countless political adminis-
trators, the resulting threat to individ-
ual privacy make it necessary for Con-
gress to reaffirm the principle of limited
Government on behalf of freedom.

The complaints show that many Amer-
icans are more concerned than ever be-
fore about what might be in thelr records
because Government has abused, and
may abuse, its power to investigate and
store information.

They are concerned about the transfer
of information from data bank to data
bank and black list to black list because
they have seen instances of it.

They are concerned about intrusive
statistical questionnaires backed by the
sanctions of criminal law or the threat-
of it because they have been subject to
these practices over a number of years.,

The pending legislation represents a
partial solution to these concerns. There
are alternatives to some of the provisions.
For instance, enforcement of the act
and the advisory functions which are
locpted in an independent privacy board
might be relocated or distributed to the
General Accounting Office and the courts.
Furthermore, after receiving testimony
the committee may want to alter the
scope of the legislation.

I want to commend Senator PeErcy for
his interest in this subject and his
initiative in working with House spon-
sors to bring the legislation before the
Government Operations Committee in
connection with its oversight of the use
of governmental data banks and com-
puter technology, and its monitoring of
surveillance practices throughout gov-
ernment which may threaten freedom.

I hope the joinf efforts of the Senate
CGlovernment Operations Committee and
the Constitutional Rights Subcommittee,
whose members and staff have great
expertise in this area of the law, will
result in enactment of the basic legisla-
tive guarantees which are needed if
America is to face up to the computer
age.

It should be noted that these pending
bills follow patterns and raise- issues
similar to those in criminal justice legis- -
lation, S. 2963 and S. 2964, which I have
cosponsored with the following Senators
who include members of the Judiciary
and Government Operations Commit-
tees: Senators HRUskA, MatHIAS, KEN~
NEDY, BAYH, TUNNEY, YOUNG, BROOKE,
MANSFIELD, ROBERT BYRD, BURDICK, ROTH,
HueuH Scorr, TaurRMOND, FonNd¢, and
GURNEY. '

We welcome suggestions and com-~
ments from Members of Congress and
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others with an Interest In and knowl-
edge about these matters. Those wishing
to submit statements for the record
should communicate with the Govern-
meunt Operations Committee, room 3306
of the Dirksen Office Building, Washing-
ton. D. C. 20510, telephone 225-7469.

Ia an article entitled “The First
Amendment—A Living Thought in the
Computer Age,” from volume 4 of the
Columbia Human Rights Review, 1972,
I have described some of the many com-
plaints which people have registered to
the Constitutional Rights Subcommittee
and to Members of Congress about atti-
tudes and program of government which
threaten the privacy guaranteed under
the first amendment. At the conclusion
of the article, there is suggested a seven-
part legislative program to remedy these
complaints, part of which is reflected in
the pending legislation. Additional ex-
arapnles of questionable data banks have
been revealed, many of them documented
in the forthcoming report of the sub-
cocmmittee’s comprehensive survey of the
laws and rules affecting individual pri-
vacy in Federal data banks and com-
puterized information systems. These
hew revelations to Congress merely
serve to reaffirm my conviction that early
ccngressional action is needed to imple-
ment the Constitution.

I ask unanimous consent that the ar-
ticles be printed at this point in the
RECORD.

There being no objection, the articles
were ordered to be printed in the REcorb,
s follows:
[From the Columbia Human Rights Review,
Volume 4, No. 1 (1972) ]

Ty FIRST AMENDMENT: A LIvinG THOUGHT
IN THE COMPUTER AGE?!
(By Sam J. Enviy, Jr.*)

Snherwood Anderson wrote wards about
America as true today as they were in the
third decade of this century:

“Ameriea ain’'t cemented and plastered yet.
They're still buflding 1t. . . . All America asks
is to look at it and listen to it and under-
stand it if you can. Only the understending
ain’'t important either; the important thing
is to believe in it even if you don’t under-
stand it. and then try to tell it, put it down,
Because tomorrow Americs Is going to be
scmething different, something more and
new to watch and listen to and try to under-
stand; and, even if you can’t understand,
bel:eve.”

Aayone seeking to understand contem-
porary America must deal with our national
eyperience with computer technology. They
must understand that 1t has become an es-
sential tool In the “cementing anhd plaster-
irg” of our nation. They must understand
that it has at once presented our country its
preatest hope and its greatest challenge;
keeping faith with our historical heritage
andc commitment to freedom, while enjoying
the fruits of a rich industrialized society
uteier a democratic constitution.

Throughout our nation the people involved
with computer technology have charge of a
great national resource which will affect the
course of our economic and social progress.
More important, insofar as it affects the exer-
cise of governmental power and the power of
1sree special interest groups, the new tech-
nology may help determine the course of
freedom and human rights in our land.

In the process, I belleve Americans could
find wisdom in Sherwood Anderson’s advice

Footnotes at end of article,
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*$0 believe” In America. I say this because,
as we grasp for the new computer technology
and seek theories of sysitems anslysis for our
social problems, Americans may tend to for-
get to look to their own history. Some, in
their haste to solve today’s problems, may
fear to translate America’s prornise of free=-
dom into the program language of the ccin-
puter age.

Those whose are inltiated into the teche
nological mysteries of computer hardware
and software may take great pride. Through
their deeds and genius they have helped
people go to the moon, produce musie, create
art, conduct off-track betting, run raflroads,
and administer welfare systems. They help
maintain our national defense and they keep
our cconomy running. They aid in catching
criminals and they establish instant cre.lit.
They locate marriage-mates for people snd
they prejudge elections almost before the
votes are cast.

A tape storage system has been describzed
which will make it possible to store a dossier
on every living person in the United States
and to retrieve any one of them in & mexl-
murn of 28 seconds. With such feats to their
credis, these people know betbter than any-~
body that in the application of thelr knowl~
edge, they plan a major rols in the economic
and social well-being of our society. They are
responsible for bringing to our nation all the
wondrous blessing of computer technolugy,
especially scientific methods of processing
Information.

They can bend these machines to thelr will
and make them perform feats undreamec of
ten or even five years ago.

They have a special understanding of the
new information flow charts for the vast data
systems in our government.

They hold the anccess code to control vver
the technology as it affects the individus® in
our society.

They may hold the key to the fingl achieve-
ment of the rule of law which 1s the promise
of our constitution.

With this body of knowledge, theref.re,
they bear speclal responsibility for the
preservation of llberty in our country, That
they have accepted this responsibility is ciear
from the Privacy themes of many recent con=-
ferences of computer professionals, equip-
ment manufacturers, and computer user: in
the povernmental and private sectors.

Their power Is not limited to thelr teckni-
cal expertise, but is augmented by the sl.eer
numbers in the computcr-related profes-
sions. .

Advertisements on TV, radio, in news-
papers, and even on buses dafly remind the
public of the inducements and rewards of
a career in computer and data procesting
fields.

In the Federal Government, thelr
numbers are growing. An inventory of auto-
matic data processing egquipment shows that
in 1052 there were probably two compuiers
in government. In 1971, there were 5,961.°

In 1960, there were 48,700 man-years used
in frderal automated data processing func-
tions. This includes systems analysls and de-
sign, programming. egquipment selection and
operation, key punching, equipment main-
tenance and administrative support. In 1170,
there were about 136,604 man-years used in
direct ADP work.

A recent lluminating report by the Na-
tionzl Association for State Information fiys-
tems shows that in 35 states in 1971, over
twenty-four and a half thousand people v.ere
engaged in, ADP. Twenty-eight states to-
pether spent 181 million doilars of their
budgets on such personnel.”

To glance through their professional jour-
nals, newspapers and bulleting each month
is to be constantly amazed at the breadth
and reach of the theories and accomplishe
ments.t It also deepens e layman’s wonhder
at the complex language which sometimes
defles translation into ordinary Englighi.
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For all of these reasons, the general pub-
lic stands In superstitious awe of the skills
and knowledge, the machines and instru-
ments, and the products derived and trans-
mitted by them. For the uninltiated, the
computer print-out bears a mystique and an
aura of sclentific rationality which makes it
appear infallible. This is true for most law-
yers and probably for most people in politi-
cal life.

There 1s a theory abroad today In aca-
demic circles that America 1s divided into
two worlds. One of them is the world of
sclence and technology,® inhabited by peo=
ple who are part of a technological and elec~
tronic revolution. In the other world are said
to live all the rest of the people whose ideas
and values are hased on an earlier age.

In accordance with their theory, some have
tried to stamp the sclentist with motives and
values different from those of other Ameri-
cans; with goals orlented only toward effici~
ency or shorn of compassion, or, alternative=
1y, with exclusive ability to determine social
priorities. I cannot agree with this anelysis,
for 1 belleve there is & yearning in every hu-
maen heart for liberty, and for the freedom to
express onesell according to the dictates of
conscience. Despite a man’s commitment to
a chosen profession, he wants the freedom to
fulfill himself as an individual and to use his
God-given faculties free from the coercion of
government.

So I do not believe Americans dwell in two
worlds. Regardless of our origins, I believe
we share s common heritage and & common
destiny in that we are all engaged In seach-
ing for freedom. We share, according to the
raandates of the Constitution, a common
understanding that the best protection for
that freedom rests en the limitations on the
power of government and on the division of
that power.

1 cannot agree with such an analysis for
snother reason. Since the Benate Constitu-
tional Rights Subcommittee began its study
ol computers, data banks and the Bill of
Rights, I have received many letters from
computer speclallsts, systems deslgners, engi-
neers, programmers, professors and others
in the sclentific community which prove
that despite, and perhaps because of their
professions, they share the same concern
about invasion of privacy as all other Amer-
icans, the same apprehensions about excesses
of governmental survelllance and Inquiries.
Above zl], they realize, perhaps better than
others, that while the information technology
they deal with can extend the intellect of
man for the betterment of soclety, it also
extends the power of government a million-
fold® -

It makes it possible for government to ad-
minister more efficiently and to offer vastly
better services to the taxpayers.

At the same time, it extends and unifies
official power to make lnquiries, conduct in-
vestigations, and to take note of the
thoughts, habits and behavior of individuals.
Of course, government has always had such
power, but on & much smaller scale than to-
day. Similarly, men possessing the power of
government have always had the capacity for
bhad motives, siimple errors or misguided pur-
pose. There have always been problems with
errors in the manual files. Now, comnputers
may broadcast the image of these errors
throughtout a national information system.

What the electronic revolution has done
is to magnify any adverse affects flowing
from these influences on the life of the in-
dividual and on his proper enjoyment of the
rights, benefits and privileges due a Iree
man in a free soclety.

I reject the notion of division of Ameri-
sans on the basis of scientific and techno-
logical values, If T had the unhappy and
well-nigh impossible task of distinguishing
two types of Americans, I believe I would dis-
binguish between those who understand the
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terized dossiers. Tt also illustrates the lack
of sufficlent crimingl, civil, or administrative
sanctions against unwarranted sharing and
disclosure of such confidential information.,
To my knowledge, no punitive action was
taken except for a disciplinary personnel ac-
tion fAled agairst an agent of the Federal Bu~
reau of Investigation, who was then allowed
to retire, : )

The wenkness of any applicable regulations
is demonstrated by the report of the Bureau
of Narcotics and Dangerous Drugs that 1ts
current disclosure order “would not cover the
release of collateral intelligence information,
information contalned in dead files, or in-
formation on nondefendants, such as that
disclosed in the Alloto testimony.” The Bu-
reau further stated that under the provisions
of 1ts new Agents Manual it is only & “breach
of integrity” to make unauthorized disclosure
of flles which are restricted to officlal use.™

MISUSE OF MILITARY INTELLIGENCE RECORDS

Another case # {llustrates how the Army’s
investigative Intelligence services and files
were put to private use to obtain the dismis-
sal of an employee of a private business. In
this instance an Army intelligence agent
whose routine dutiles involved security in-
vestigations and survelllance for the Army’s
civil disturbance prevention program de-
scribed to the Subcommittee how he was
ordered by his superiors to conduct an in-
vestigation of the bank loan records, police
and court records of the private citizen and
was told to give the resulting information
to the employee’s supervisor. He later learned
that the investigation had been ordered by
an intelligence officer as n personal favor for
an official of the company. When the agent
reported this to his supcriors, he was told
in a classified letter that the matter involved
“national security.” A year later, following
his separation from the service, the agent
reported the incident to the Inspector Gen-
eral of the Assistant Chlef of Staff for the
Pentagon, who began an investigation. All of
his allegations were confirmed and firm disci-
plinary actions were taken against the gullty
officers. It 'was too late, however, for the sub=~
ject of the Army investigative report, who
had already been dismissed. |

These cases lllustrate thie concerns over
political administrative and technical prob-
lems of access, confidentiality and purging
of erroneous or outdated records in computer
systems, But these are issues which have
long concerned legislatures, bar assoclations
and others.

The major reason for public apprehension
about computer technology and information
sclences 1s the use of them to acquire, proc-
ess, analyze and store Information about
activities and matters which are protected
by the First Amendment,

What people writlng to Congress fear most
is the uses to which this technology may be
put by men of little understanding but
great zeal. They know that, epplied to un-
lawful or unwise programs, computers merely
absorb the follles and foibles of misgulded
politically-minded administrators.

In Federal Government, the new technol-
ogy, combined with extended Federal-state
services and their spin-off information sys-
tems, have produced vast numbers of in-
vestigators, analysts, and programmers de-
voted to the study of people and soclety.
With the zeal of dedicated eclvil servants,
they are devoted to the building of data
bases on the habits, attitudes and beliets of
law-abiding eitizens. Much of what they
gather is trivial; much of it goes far beyond
the needs of government. SBome of it is shared
extensively and often unnecessarily by agen-
cles ‘who are components of these large in-
formation systems.

People seeking government jobs in some
agencles are told to reply to personality tests
asking:

Footnotes at end of article.
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I believe there i8 a God.

I believe in the second coming of Chriss.

I believe in a life hereafter.

1 am very religious (more than most
people).

I go to church almost every week.

I am very strongly attracted by members
of my own sex,

Ilove my father.

My sex life is satisfactory. :

Once in a while I feel hate toward mem-
bers of my family whom I ususally love.

I wish I were not bothered by thoughts
about sex.

When the Subcommlittee held hearings on
these practices, government officials ex-
pleined that there was no right or wrong
answer to the questions, that the responses
were coded and analyzed by the computer.®

- I asked whether they did not think such
Inquiries violated the privacy of the Indi-
vidual’s thought about matters that were
none of the business of government. The reply
was that there was no Supreme Court deci-
ston holding that people who apply for fed-
eral employment have a constitutional right
to privacy.

. There was a Civil Service program telling
employees to fill out computer punch cards
stating their racial, ethnic or national origin
along with. their social securlty number.®
In the land renowned for belng the “melting
not” of the world, over 3 milllon individuals
had to analyze their backgrounds and reduce
them to one of four squares on an IBM card.
If they protested that these matters were
none of the business of government, they
were blacklisted in thelr offices and harassed
with computer-produced orders to return the
completed questionnalre. The resemblances
hetween this. program and those of totali-
tarian governments in our recent history
were all too obvious.

The Census Bureau makes more use of
computer technology for personal inquiries
than anyone.® It conducts surveys for Its own
uses backed by the criminal and civil gane-
tions. One of these, the decennial census,
asked people such guestions as:

Marital Status: Now married,
widowed, separated, never married,
" (If & woman) How many bables have you
ever had, not counting stillbirths?

Do you have a fiush toilet?

Have you been married more than once?

Did your first marriage end because of
death of wife or husband?

* What was your major activity 6 years ago?

‘What is your rent?

‘What 1s your monthly electric bill?

" Did you work at any time last week?

Do you have a dishwasher? Built-in or

divoreced,

‘portable? .,

How did you get to work last week? (Driver,
private auto; passenger, private auto; sub-
way; bus; taxi; walked only; other means),

How many bedrooms do you have?

Do you have a health condition or dis-
ability which limits the amount of work you

. can do at & job?

How long have you had this condition or
disability?

Under even heavier sanctions, the Census
Bureau puts questionnalres to farmers, law-
yers, owners of businesses, and others, se-
lected at random, about the way they handle
their business and finances.«

The Census Bureau salso makes surveys
for many other departments and agencles.
For example, they put out statistical ques-
tionnaires which the Department of Health,
Education, and Welfare wanted to send to
retired people asking:

How often they call their parents;

What they spend on presents for grand-
children;

How many newspapers and magarines they
buy & month;

If they wear artificial dentures;

“Taking things all together, would you
say you're very happy, pretty happy, or not
t00 happy these days?” .
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And many other questions about things
on which government has no business de-
manding answers.

These people are not told that their
answers are voluntary, but are harassed to
reply and are given the impression they will
be penalized if they do not answer.*

There are many other examples of in-
quiring social and economic data that are
backed by the psychological, economic, or
penal sanction of government. Clearly, Gov«
ernment has great need for all kinds of in-
formation about people in order to govern
efficlently and administer the laws well;
similarly, Congress must have large amounts
of meaningful information in order Vo legis-
late wisely.

However, I believe these examples of gov-
ernmental data collection illustrate my con-
tention that the First Amendment wraps
up the princlple of free speech, which in-
cludes the right to speak one’s thoughts
and opinions as well as the right to be free
of governmental coerclon to speak them.

There sre other examples of government
programs which, well-meaning in purpose,
are fraught with danger for the very free-
doms which were designed to make the
minds and spirits of all Americans free, and
which work to keep America s free society.
A number of these would be impractical, if
not impossible, without the assistance of
computer technology and scientific data
processing. .

It 15 those First Amendment freedoms
which are the most precious rights con-
ferred upon us by our Constitution; the free-
dom to assemble peaceably with others and
petition government for a redress of griev-
ances; the freedom to worship according to
the dictates of one’s own consclence free
of government note-taking; the freedom to
think one’s own thoughis rvegardless of
whether they are pleasing to government or
not; the freedom to speak what one believes
whether his speech is pleasing to the govern-
ment or not; the freedom to associate with
others of like mind to further ideas or poli-
cles which one belleves beneficial to our
country, whether such assoclation is pleas«
ing to government or not.

THE SECRET SERVICE

In the pursuit of its programs -to protect
high government officlals from harm and
federal buildings from damage,® the Secret
Service has been pressured to creste a com-
puterized date bank. Their guidelines for in-
clusion of citizens in this date bank re-.
quested much legitimate information but
also called for information on *professional
gate crashers;” “civil disturbances;” “anti-
American or anti-U.8. Government demon-
strations in the United States or overseas;”
pertalning to a threat, plan, or attempt by
an individual or group to *embarrass per-
sons protected by the Secret Service or any
other high U.8. Government officlal at home
or abroad;' “persons who insist upon per-
sonelly contacting high government officials
for the purpose of redress of imaginary
grievances;” and “informsation on any per-
son who makes oral or written statements
about high government officials in the fol-
lowing categories: (1) threatening state-
ments, (2) irrational statements, and (3)
abusive statements.”

Americans have always been proud of their
First Amendment freedoms which enable
them to speak their minds about the short-
comings of their elected officials. As one In
political life, I have myself received letters
I considered abusive. Similarly, I have ut-
tered words which others have deemed
abusive. While I am not a “professional gate
crasher,” I am a malcontent on many issues.
I have written the President and other high
government officials complaining of griev.
ances which some may consider imaginary;
and on occasion, T may also have “embar-
rassed” high government officials.

One man wrote me his concern about this
program and commented:
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*“Tne Sccret Service ought to go after my
moiher-in-law, too. On her last visit she sald
tha: the Vice President doesn’t seem to
hav? too many brains. She also said that
Senator has a face like a carbuncle,
skould T report this to the Secret Service? #

Taere is no doubt that the physical pro-
testion of the President and high govern-
ment officials is & legitimate government
puroose and all reasongble means must be
taken in pursuit of 1t. Nevertheless, such
hroad and vaguely worded standards for in-
vestigating and adversely reporting Ameri-
cans to their government on the basis of
their utterances could, at one time or an-
other, include most members of Congress
and most politically aware citizens. It could
cover heated words exchanged in political
debate and discussion anywhere in the
country. Yet civil and military officials
throughout the Federal government and in
some local law enforcement agencles were
reguested to report people coming to their
attention who were thought to fit these
critaria.

‘I'ne Subcommittee has not received com-
piste answers to our questionnaire on the
subiect of this computer and the national
reporting system it serves. However, we have
indications that other broad and zealous In-
formation programs, including the Army
civil disturbance system,® are sharing or
feeding on entries which, if not carefully
evaiuated, may produce serious consequences
for the rights and privileges of citizens. Il-
lusirating the misunderstandings and mis-
interpretations possible is the fact that mili-
tary doctors have expressed to me their con-
cern about an allegedly ‘‘secret” agreement
between the Defense Department and the
Secret Service which they were told was a
recent one and which required reporting of
all servicemen receiving administrative dis-
charges, One psychiatrist writes‘of his con-
cern for the confidentiality of medical rec-
ords in such action:

“1 gee very little reason for this. My im-
pression of the individuals whom I recom-
mended for such a discharge was that these
were immature individuals who were not
able to adapt to the service for one reason
ot another. Not by any stretch of the im-
agination were these individuals unpatriotic
or a threat to the security of the nation.”

v/hen I asked the Secretary of the Navy
about this, the Subcommittee was informed
that a person is not reported to the Secret
Service merely because he received an ad-
ministrative discharge from the Navy or Ma-
rine Corps.t” However, we were informed that
Pursuant to Naval regulations issued under
a sscret 1965 Agreement,* the Navy reports
an average of 400 persons annually, We
learned, for example, that among the many
categories of people to be reported were
not only servicemen but civillan employees
of the Defense Department who were dis-
charged on security or suitability grounds
anc. who showed “evidence of emotional in-
stanpility or irrational or suicidal behavlor,
expressed strong or violent sentiments
against the United States,” or who had “pre-
vio1s arrests, convictions, conduct or state-
ments indicating a propensity for violence
anc antipathy for good order in Govern-
reeat,”

MILITARY SPYING

£nother example of First Amendment in-
formation programs is the Army program
for spying on Americans who exercised their
First Amendment rights. Despite these rights,
atl despite the constitutional division of
power between the federal and state govern-
ments, despite laws and decisions defining
the legal role and duties of the Army, the
Army was given the power to create an In-

Footnotes at end of artlcle.
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formation system of data banks and c¢om-
puter programs which threatened to erode
these restrictions on governmental power.*
Allegedly, for the purpose of predicting
and preventing civil disturbances which
might develop beyond the control of state
and local officials, Army agents were gent
throughout the country to keep surveillance
over the way the clvilian population ex-
pressed their sentiments about government
policies. In churches, on campuses, in clusse
rooms, in public meetings, they took notes,
tape-recorded, and photographed people who
dissented in thought, word or deed. This in-

cluded clergymen, editors, public officlals, and

anyone who sympathized with the dissenters,

With very few, if any, directives 5 to guide
their activities, they monitored the member-
ship and policies of peaceful organizations
who were concerned with the war in South-
east Asia, the draft, ractal and labor prob-
lems, and community welfare. Out of *his
surveillance the Army created blacklists of

‘organizations and personalities which were

circulated to many federal, state and local
agencies, who were all requested to supple~
ment the data provided. Not only descrip-
tions of the contents of speeches and politi-
cal comments were included, but irrelevant
entries about personal finances, such ag the
fact that a militant leader’s credit card was
withdrawn. In some cases, a psychlatric diag-
nosis taken from Army or other medical rec-
ords was inciuded.

This information on individuals was pro=
grammed into at least four computers ac-
cording to their political bellefs, or their
memberships, or their geographic residence™

The Army did not just collect and share
this information. Analysts were assigned the
task of evaluating and labeling these people
on the basis of reports on their attitudes,
remarks and activities. They were then coded
for entry into computers or microfllm cdata
banksg.5?

The Army attempts to Justify its surveile
lance of civilians by asserting that it wag col-
lecting information to enable the Presicent
to predict when and where civilians might
engaze in domestic violence, and that the
President was empowered to assign this task
to it by the statutes conferring upon him
the power to use the armed forces to sup-
press domestic violence. .

I challenge the validity of this assertion.

Urnder our system, the power to investigate
to determine whether clvillans are abou: to
violate federal laws is committed to federal
civil agencies, such as the FBI; and the
power to Investigate to determine whether
civilians are about to violate state laws 1s
reposed in state law enforcement officers,

If President Johnson belleved he ought to
have had information to enable him to pre-
dict when and where clvilians might engage
in future domestic violence, he ought to hiave
called upon the FBI or appropriate state law
enforcement officers for the information,

He had no power to convert the Army info

a detective force and require It to spy on .

civilians.

This conclusion is made plain by the Con-
stitution and every act of Congress relating
to th.e subject. Sections 331, 332, 333 and 334
of Title 10 of the United States Code cer-
tainly did not confer any such power on the
President. These statutes merely authorized
him to use the armed forces to suppress
domestic violence of the high degree specified
in them, and conditioned their use for that
purpose upon his issuing a proclamation im-
mediately ordering the offenders “to disparse
and retire peaceably to their abodes within
& limited time.”

The only other statute relevant to the
subject is section 1385 of Title 18 of the
Code, which prohibits the use of any part of
the Army or Alr Force “as & posse comitetus
or otherwise to execute the law , ., except in
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cases and under circumstances expressly au-
thorized by the Constitution or Aet of
Congress.”

The legislative history of this statute is
fully revealed in the opinion of United States
District Judge Dooling in Wrynn v. United
States, 200 F. Supp. 457 (ED.N.Y. 1961).
When the words of this statute are read in
the light of its legislative history, it is ob-
vious that the statute is not limited by the
expression ‘“as a posse comitatus or other-
wise,” but operates as a prohibition against
the use of the Army to execute the laws
without reference to whether it is employed
as a posse comitatus or as a portion of the
Army. Indeed, the statute embodies “the in-
herited antipathy of the American fo the
use of troops for civil purposes.” [200 F.
Supp. at 465].

President Johnson’s use of the troops to
spy on civillans, to build data banks and
create computerized informatioh systems,
discloses that relevance of this statute to our
day is sadly clear. Since neither the Consti-
tution nor any Act of Congress expressly, or
impliedly, authorized such wuse, the Presi-
dent was forbidden by section 1385 of Title
18 of the United States Code to use the Army
%o spy on civilians.

The Army’s spying violated First Amend-
ment freedoms.of the civilians who became
aware that they or the groups to which they
belonged had been placed under surveillance.
This is so because it undoubtedly stifled
their willingness to exercise their freedom of
speech, association and assembly.5

If any proof were needed of the loglc and
troth of this statement, it can be drawn
from such testimony as the Subcommitiee
recelved from Dr. Jerome Wiesner who com-
mented:

“Many, many students are afrald to par-
#icipate in political activities of various kinds
which might attract them because of their
concern about the consequences of having
a record of such activites in a central file.
They fear that at some future date, it might
possibly cost them a job or at least make
their clearance for a job more difficult to
obtain.” 5

The Subcommittee has heard no testimony
yet that the Army's information program
was useful to anyone. The only result of the
testimony by the Defense Department was to
confirm my belief that under the Constitu-
tion and under the laws, the Army had no
business engaging in such data-gathering
amdd that the scope and breadth of the sur-
veillance was so broad ag to be irrelevant to
the purpose.

Congress has still to discover the complefe
truth about these Army computers. Appar-
ently, even officials responsible for intelli-
gence did not know of the existence of the
somputers for implementing the program.
‘The Subcommittee has repeatedly requested
the testimony of the Army Generals who
would he most knowledgeable about the com-
puters and what they contained. We have
Just as-repeatedly been denied their testi-
mony as well as delivery and declassification
of pertinent documents demonstrating the
scope and purpose of the program.’® The
Army said #t would cut back on the data-
gathering on lawablding citizens and would
defer to the Department of Justice, So I
asked the Justice Department officials how
many computers that Department had con-
taining information on people who lawfully
exercised their First Amendment free-
cloms.” &%

I had seen newspaper articles quoting the
director of the Justice Department’s Inter-
divisional Information Unit. He said there
that the computer’'s list of thousands of
names is not a register of ““good guys” or
“bad guys.” “It is simply a list of who par-
ticipated in demonstrations, rallies and the
like.” This would include non-violent peo-
ple as well as violent, he said.’® On the basis
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proper Umits and wuses of governmental
power and those who do not.

However much we {ry to rationalize deci-
slons through the use of machines, there
is one factor for which the machine can
never allow. That 1s the insatiable curlosity
of government to know everything about
those it governs. Nor can it predict the in-
genuity applied by government officlals to
find out what they think they must know
to achileve their ends.

It is this curlosity, combined with the
technological and electronic means of satis-
Iying it, which has recently intensified gov~
ernmental surveillance and official inquirles
that I believe infringe on the constitutional
rights of individuals.

Congress received so many complaint about
unauthorized government data banks and in-
formatlon programs that the Subcommittee
undertook a survey to discover what compu-
terized and mechanized data banks govern-
ment agencles maintain on people, especially
about their personal habits, attitudes, and
political behavior. We have also sought to
learn what government-wide or nation-wide
information systems have been created by
integrating or sharing the separate data
bases. Through our questionnaire, we have
sought. to learn what laws and regulations
govern the creation, access and use of the
major data banks in government.?

The replies we are recelving are astounds
ing, not only for the information they are
disclosing, but for the attitudes displayed
toward the right of Congress and the Amer-
ican people to know what Government is
doing.

In some cases, the departments were
willing to tell the Subcommittee what they
were doing, but classified it so no one else
could know? In one ease, they were willing
to tell all, but classified the legal authority
on which they relled for their information
power.?

Some reports are evaesive and misleading.
Some agencies take the attitude that the in-
formation belongs to them and that the last
person who should see 1t is the individual
whom. it is about.® A few departments and
agencies effectively deny the Information by
not responding until urged to do so.xt

They reflect the attitude of the Army cap-
tain who knew Congress was investigating
the Army data banks and issued a directive
stating: N

“The Army General Counsel has re-em-
phasized the long-standing policy of the Ex-
ecutive Branch of the Government . . . that
all files, records and information in the pos-
session of the Executive Branch is privileged

and is not releasable to any part of the Legis--

lative Branch of the Government without
specific direction of the President.’’12

So, on the basls of this study, and on the
withholdings of information from the Amer-
ican people which the Subcommittee has ex-
perienced, 8 I have concluded that the claim
of the Government departments to their own
privacy is greatly overstated. The truth is
that they have too much privacy in some of
their Information activities, They may cite
the Freedom of Information Act 4 as author-
ity for keeping files secret from the individ-
ual as well as from the Congress. They then
turn .around and cite “inherent power”s or
“housekeeping authority”® as a reason for
‘maintaining dats banks and computerized
files on certain individuals; or they may cite
the concluslons of independent Presidential
factfinding commissions.?

So far the survey results show a very wide-
ranging use of such technology to process
and store the information and to exchange 1t
with other federal agencles, with state and
local governments and, sometimes, with pri-
vate agencies.

Most of this 1s done in connection with ad=
ministration of Government’s service pro-

Footnotes at end of article,
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grams. However, a number of these data
banks and information programs may par-
take of the nature of largescale blacklists.
This 18 so because they may encompass
masses of Irrelevant, outdated or even in-
correct investigative information based on
personslities, behavior and beliefs. Unwisely
applied or loosely supervised, they can oper=
ate to deprive a person of some basic right.

For Instance, a Federal Communlications
Commission response * shows that the FCC
uses computers to ald it in keeping track of
political broadeast time, in monitoring and

assigning spectrums, and in helping it make

prompt checks on people who apply for
licenses. The Commission reported that it
also maintains a Check List, which now has
about 10,900 names. This Check List, In the
form of a computer print-out, is circulated
to the various Bureaus within the Commis-
slon. It contains the names and addresses
of organizations and individuals whose qual-
ifications are belleved to require close ex~
amination in the event they apply for a
license. A name may be put on the list by
Commission personnel for a variety of rea«
sons, such as a refusal to pay an outstand-
Ing forfeiture, unlicensed operation, license
suspension, the 1ssuance of a bad check to
the Commission or stopping payment on a
fee check after falllng a Commission exam=
ination.

In addition, this list Incorporates the
names and addresses of individuals and or-
ganizations appearing in several lists pre-
pared by the Department of Justice, other
Government agencles, and Congressional
committees. For example, the list contains
Information from the “FBI Withhold List,”
which contains the names of individuals or
organizations which are allegedly subver=
slve, and from the Department of Justice's
“Organized Crime snd Racketeering List,”
which contalns the names of individuals
who are or have been subjects of investiga-
tion in connection with activitles identifled
with organized crime. Also included in the
list are names obtalned from other Govern-
ment sources, such as the Internal Revenue
Service, the Central Intelligence Agency, and
the House Committee on Internal Security.
According to the Commission, the use of the
data arose in 1964 because during the course
of Senate Hearings chalired by Senator Mec-
Clellan, it was discovered that a reputed
racketeering boss in New Orleans, Loulsiana,
held a Commission license. In order that such
lcensing not take place In the future, the
Commisslon established liaison with the re-
sponsible divisions within the Department
of Justice to be kept current on persons who
might have such afiillations.

The Civil Service Commission maintaing
a “security file” in electrically powered rotary
cablnets containing 2,120,000 index cards®
According to the Commission, these bear lead
information relating to possible questions of
suitability involving loyalty and subversive
activity. The lead information contained in
these flles has been developed from published
hearings of Conpgressional committees, State
legislative committees, public investigative
bodies, reports of investigation, publications
of subversive organizations, and various
other newspapers and perlodicals. This file
is not new, but has been growing since World
War IL

The Commission chairman reported:

“Investigative and intelligence officlals of
the varlous departments ang agencles of the
Federal Government make extensive official
use of the file through their requests for
searches relating to investigations they are
conducting.”

In another “security investigations index”
the Commission maintains 10,250,000 index
cards filed alphabetically covering personnel
investigations made by the Civil Service
Commission and other agencles since 1939.
Records in this index relate to Incumbents of
Federal positions, former employees, and
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applicants on whom investigations were
made or are in process of being made.

Then, the Commission keeps an *“inves-
tigative file” of approximately 625,000 file
folders containing reports of investigation
on cases investigated by the Commission. In
addition, about 2,100,000 earller investiga-
tive files are maintained at the Washington
National Records Center in securlty storage.
These are kept to avoid duplication of in-
vestigations or for updating previous in-
vestigations. - -

The Housing snd Urban Development De-
partment in considering automation of a de-
partmental system which would integrate
records now included in FHA’S Sponsor
Identification File, Department of Justice’s
Organized Crime and Rackets File, and
HUD’s Adverse Information File?® A date bank
consisting of approximately 325,000 3 x 5 in-
dex cards hag been prepared covering any in-
dividual or fira which was subject of or
mentioned prominently in, any investigations
dating from 1954 to the present. This in-
cludes all FBI investigations of housing mat~
ters as well.

In the area of law enforcement, the Bureau
of Customs haes installed a central automated
data processing intelligence network which is
& comprehensive data bank of suspect in-
formation available on a 24-hour-a-day basis
to Customs terminals throughout the coun-
try. 2t

According to the Secretary of the Treasury:

“These records include current information
from our informer, fugitive and suspect lists
that have been maintalned throughout the
Bureau'’s history as an enforcement tool and
which have been available at all major ports
of entry, though in much less accessible and
unable form. Wibth the coordinated efforts of
the Agency Service's intelligence activities,
steady growth of the sugpect files is ex-
pected.”

There is the “Lookout File” of the Passport
Oiffice and the Bureau of Security and Con-
sular Affairs® This computerized file il-
lustrates the “good neighbor” policy agencles
observe by exchanging information in order
to keep Individuals under surveillance for in-
telligence and law enforcement purposes.
Maintained apart from the twenty million
other passport files, its baslc purpose is to
asslst in screening passport applicants to
make certain they are citizens of the United
States and that they are eligible to receive
bassports. Requests for entry into this sys-
tem are recelved from component agencies
of the Department, from other government
agencies, or in the limited category of child
custory, from an interested parent or guard-
lan,

The Department assured the Subcommit-
tee that data recorded in this “Lookout File”
18 not disseminated. Rather, it serves as a
“flag’ which, if a “hit" or suspect is recorded,
1s furnished to the original source of the
lookout and consists of the name of the in-
dividual and the fact that he has applied
for a passport. The individual is not told
that he 1s in the file until the information
1s used adversely agalnst him, Then, accord-
ing to the report, “he is fully informed and
given an opportunity to explain or rebut the
information on which the adverse action is
based.” ‘ .

Among some of the reasons listed for peo-
ple being in the Lookout File are the follow-
ing:

If the Individual’s actions do not reflect to
the credit of U.S. abroad;

If he is wanted by a law enforcement
agency in connection with criminal activity;

If & court order restricting travel is out-
standing or the individual is Involved in a
custody or desertion case;

“If he is & known or suspected Communist
or subversive;

“If he is on the Organized Crime and
Rackets List or s a suspected delinquent in
military obligations.”

.
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The Defense Industrial Security Clearance
Oflice is preparing 1o terize its card
files on over one and = half million private
citirens who are employees of businesses do-
ing classified contract work for the Federal
Government,®

‘e Federal Deposit Insurance Corpora-
tion masaintalns informsation on people now
associabed with banks Insured by the FDIC
or who have been associated with such banks
in the past* It keeps a flle on the names
of individuals gained from newspapers and
other public sources if they are character-
ized as having an unsatisfactory relationship
with say insured bank or any closed insured
banik. This also includes information sup-
piied to the Corporation by other investiga-
tive or regulntory sgencles on persons ocol-
nected with an insured bank.

The Army maintains the US. Army In-
vestigative Records Repository (USAIRR)
which contains sboui 7,000,000 files relating
principally to security and criminal investi-
gations of former and present members of
the Army, civilian employees and employees
of private contractors doing business with
the Army. The other services maintain simi-
lar investigative files.®

‘There 15 a Defense Central Index of In-
vestigation operated by the Army for the
entire Defense Department. The Index is de-
sigred to locate any security or criminal in-
vestigatlve file for any Defense agency and
will be computerized shortly. It contains
identifying date such as name, date of birth
and social security number on people wha
have ever been the subject of investiga-
tions.»®

T'nere are all the data banks and com-
puters in’ the Department of Justice® for
intelligence, for civil disturbance preven-
tion: for “bad checks passers;” for organized
crime survelllance; and for federal-state law
enforcement cooperation through the com-
puterized National Crime Information
Center.

On the basis of our investigation of com-
plaints reviewed by Congress,® I am con-
vinced that people throughout the country
ars more fearful than ever before about
those applications of computer technology
and scientific information processing which
may adversely affect their constitutional
rights. Furthermore, my study of the Cen-
stitution convinces me that their fears are
weli founded.

First, they are concerned that through a
computer error they may be deniled basic
fairness and due process of law with respect
to benefits and privileges for which they
have applied.

Sezeondly, they are concerned about illegal
access and violation of confidentiality of
personal information which Is obtalned
about them by government or industry.

These are sctions which for any one in-
dividual or for entire groups may lead to a
loss of the ability to exercise that “pursult
of happiness” which the Declaration of In-
dependence declares is one of the unalien-
ahble rights of man,

These are actions which, by producing
erroneous reports, may limit or deny a per-
scn’s economic prospects and thereby lmpalr
tr.at liberty which under the 5th and 14th
amendments government may not lmpair
witaout due process of 1aw.

ASREST RECORDS

This possibility is lllustrated by a letter ™
I received from e man who describes the ef-
fect, on his life of an incldent which occurred
when he was fifteen years of age. In conhec-
tion with a locker theft, he was taken to the
police station, finger-printed, questioned and
then he left, cleared of charges, He was not
irvolved in any incident subsequently except
a few minor traflic violatlons. He served 11
years in the armed services and bheld the

Footnotes at end of article.
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highest security clearances., Afler gaining
employment with & city government, he ¢is-
covered that the youthful incident was, 15
years later, part of an FBI file and €is~
tributed to employers on request. He was
asked 0 explain the incident for personiiel
records and to stete why be withheld the in«
formuation. Although he was unaware of the
record, he believes the failure o 115t the ipci-
dent was a factor in not gaining employment
in several instances, and he was told he
would have to instirubte court action to have
the record expunged.

The problem he and milliors of others
face with respect to thelr records is illus-
trated by a regulation issued by the Attor-
ney General last year restating the goal of
the Federal Bureau of Investigation “to.eon-
duct the acquisition, collection, exchange,
classification, and preservation of ldentifica~
tion records . . . on a mutually beneficial
basis.” ¥ Among the agencies listed as eligible
to receive and supply information were rail-
road police, bankingz institutions and insur-
ance companies.

In Washington, D.C., a young man who was
an Innocent hystender during & campus
demonstration was errested by police end
then released. Enowing thet the FBI oould
distribute such records to employers, he hired
& lawyer and spent large sums of money in a
sult to have his arrest record expunged. The
lawer court denied his request, but the Court
of Appesals ruled that, in the District of Co-
lumbia at least, arrest records should be ox-
punged for innocent bystanders caught up in
mass police arrests.t

In another case, & young man was arrested
on probable cause s#nd fingerprinted in Cail~
fornia. When the police could not connect
him with the case, he wes released. He sought
to have his arrest record expunged, or alter-
natively, to have strict limitations placed
on its dissemination to prospective employ-
ers and others by the Federal Bureau of
Investigation. While the U.8. District Court
denied his request for expungement, it did
say that his arrest record may not be revealed
to prospective employers except in the case
of any Federal agency when he seeks emplay-
ment with that agency. However, it could
be distributed for law enforcement purposes.
Congress later restored this power to the
FHEI temporarily in an annual appropristion
bill.

Judge Gesell's comments in this case of
Menard v. Mitchell 2 are significent for the
issue of arrest records, but also for the Army’a
computer surveillar.ce program and for many
other government Intelligence systems now
being designed. He stated that while “con-
duct against the state may properly subject
an individual to limitations upon his future
freedom within tolerant limits, accusations
not proven, charges made without supporting
evidence when tested by the Judicial process,
ancient or juvenije transgressions long since
expiated by responsible conduct, should not
be indiscriminately broadcast under governs
mental auspices.” He also sald:

“The Increasing complexity of our society
and technological advances which facllitate
massive accumulation and ready regurgiia-
tion of farflung dats have presented more
problems in this arsa, certainly problems ot
contemplated by the framers of the Constitu-«
tion. These developments emphasize a press-
ing need to preserve and to redefine aspects
of the right of privaey to insure the basic
freedoms guarantee@ by this democracy.

“A hegvy burden 1s placed on all branches
of Government to maintain a proper equilib-
rium between the acquisition of information
and the  necessity to safeguard privacy.
Systematic recordation and dissemination of
information about individual citlzens in a
form of surveillance and contrel which may
easily inhibit freedom to speak, to work, and
to move about in this land. If informaiion
available to Governmernt 1s misused to pub-
licize past incidents in the lives of its citizens
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tve pressures for conformity will be Irvesisti-
ble. Initiative and individuailty can be suffo-
cated snd a resulting dullness of mind and
oomwduct will become the mnorm. We are far
from baving reached this ovondition today,
but surely history temches that inroads are
most likely to occur durlng unsettied times
like these where fear or the passions of the
moment can lead to excesses.”

There are many similar cases pending
throughout the states. Preagsent laws are not
sufficient to assure that an individual will be
Juasiped on his mertt snd not by inacurrate
arresty records distributed by a mational
law enforcement computer.®

'LAW ENPORCEMENT INTELLIGENCE RYCORDS

Such threats to privacy and liberty arise
with special force in the aren of intelligence
records. The Subcommittee study reveals
two serious problems which have acquired
national urgency through the Introduetion
of computer technology. First, the problem of
safeguarding intelligence Information from
improper release by government iself, and
sbcondly, the problem of confining its collec«
tion to appropriate areas and subjects.

Government has, and should have, power
to collect information, even raw, univerified
Intelligence information, in fields in which
government has a lawful, legitimate interest.
But this great power imposes a solemn re-
sponslbility to see that no one 1s glven access
to that information, except the Government
1isel for some legitimate purpose. There
could pever, for instance, be justification for
Government to disclose intelligence gathered
gbout citizens pursuant to its powers, to
other citizens for theilr own personal or
financial aggrandizement. Nor should Gov-
ernment through disclosure of confidential
documents ald and abet the writing of
sensationsal articles in private journals
cperated for commercial profit. *

Nevertheless, the Subcommittee received
testunony amd evidence about two cases,
which illusirate the milsuse of confidiential
Intelligence information for such purposes.

One involved & man in political life, the
mayor of S8an Francisco, who was the subject
of an article in Look Magazine purporting to
establish that he sassociated with persons
involved in organized crime. When the
Mayor sued the magazine for libel, he under«
took through subpoena power to learn the
basis for such charges and where and how
the pauthors obtained thelr informsation. He
learned that they had received confidential
information-and documents from intelligence
data banks, The information came from files
and computer printouts of & number of
major Federal, state and local government
law enforcement agencles, They involved
{he U.S. Attorney General’s Office, the Federal
Bureau of Investigation, Internal Revenue
Service, Federal Bureau of Narcotics, the
Customs Bureau, the Immigration and Na-
turalization Service, the California Criminsal
Identification and Investigation Bureau, the
California Btate Department of Justice, and
the Intelligence Unit of the Los Angeles Po-
lice Department. By their own testimonhy for
the case, the guthors of the article admitted
that they examined, obtained or borrowed
originals or coples of guch law enforcement
records containing much raw unevaluated
intelligence information on numerous people
including the names of three U.S. Presidents,
the state Governor, a number of Senators,
and many private law-abiding citizens, not
accused of any crime. These documents were
obtainable despite the fact that many of
them were stamped ‘“Confidential” or——

Property of U.S. Government For official
use only. May not be disseminated or con-
sents disclosed without permi sion. ...’

‘There is more about these and other dis-
closures in.the hearing reco:. but I believe
the Mayor's testimony # illustrates many of
of the dangers to privacy in this-age of large
mvestigative networks and instant compu-
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proper limits and wuses of governmental
power and those who do not.

However much we try to rationalize deci-
slons through the use of machines, there
is one factor for wWhich the machine can
never allow. That is the insatiable curiosity
of government to know everything about
those it governs. Nor can -1t predict the In-
genuity applied. by government officials to
find out what they think they must know
to achleve thelr ends.

It i1s this curiosity, combined with the
technological and electronic means of satis-
fying it, which has recently intensified gov=
ernmental surveillance and officlal inquirles
that I believe Infringe on the constitutional
rights of individuals.

Congress received so many complaint about
unsuthorized government data banks and in-
formation programs that the Subcommittee
undertook a survey to discover what compu-
terized and mechanized data banks govern-
ment agencies maintain on people, especlally
about thelr personal habits, attitudes, and
political behavior. We have also sought to
learn what government-wide or nation-wide
Information systems have been created by
integrating or sharing the separate data
bases. Through our questionnaire, we have
sought to learn what laws and regulations
govern the creation, access and use of the
major data banks in government.?

The replies we are receiving are astound-
ing, not only for the information they are
disclosing, but for the attitudes displayed
‘toward the right of Congress and the Amer-
ican people to know what Government is
doing.

In some cases, the departments were
willing to tell the Subcommittee what they
were doing, but classified if so no one else
could know.# In one case, they were willing
to tell all, but classified the legal authority
on which they relied for their information
power.?

Some reports are evesive and misleading.
Some agencies take the attitude that the in-
formation belongs to them and that the last
person who should see it is the individual
whom it is about.’® A few departments and
agencies effectively deny the information by
not responding until urged to do so.*

They reflect the attitude of the Army cap-
tain who knew Congress was investigating
the Army data banks and issued a directive
stating:

“The Army General Counsel has re-em-
phasized the long-standing policy of the Ex-
ecutive Branch of the Government . . . that
all files, records and information in the pos-
sesslon of the Executive Branch is privileged

and is not releasable to any part of the Legis--

lative Branch of the Government without
specific direction of the President.'s

So, on the basis of this study, and on the
withholdings of information from the Amer-
ican people which the Subcommittee has ex-
perienced, 3 I have concluded that the claim
of the Government departments to their own
privacy is greatly overstated. The truth is
that they have too much privacy in some of
thelr information activities. They may cite
the Freedom of Information Act it as author-
ity for keeping files secret from the individ-
ual as well as from the Congress. They then
turn.around and cite “inherent power”’ or
“housekeeping authority’”® ag a reason for
‘maintaining data banks and computerized
files on certaln individuals; or they may cite
the conclusions of independent Presidential
factfinding commissions.’?

So far the survey results show a very wide-
ranging use of such technology to process
and store the information and to exchange 1%
with other federal agencles, with state and
local governments and, sometimes, with pri-
vate agencies.

Most of this is done in connection with ad-
ministration of Government’s service pro-

Footnotes at end of article,
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grams. However, a number of these data
banks and information programs may par-
take of the nature of largescale blacklists.
This 18 so because they may encompass
masses of Irrelevant, outdated or even in-
correct investigative information based on
personalities, behavior and beliefs. Unwisely
applied or loosely supervised, they can oper=
ate to deprive a person of some baslc right.,

For Instance, a Federal Communications
Commission response ®* shows that the FCC
uses computers to ald it in keeping track of
political broadcast time, in monitoring and

assigning spectrums, and in helping 1t make

prompt checks on people who apply for
licenses. The Commission reported that it
also maintains a Check Lisf, which now hasg
about 10,900 names. This Check List, in the
form of a computer print-out, is circulated
to the various Bureaus within the Commis-
sion. It contains the names and addresses
of organizations and individuals whose qual-
ifications are belleved to require close ex-
amination in the event they apply for a
license. A name may be put on the list by
Commission personnel for a variety of rea-
sons, such as & refusal to pay an outstand-
ing forfeiture, unlicensed operation, license
suspension, the 1ssuance of a bad check to
the Commission or stopping payment on a
fee check after falling a Commission exams«
ination.

In addition, this lst incorporates the
names and addresses of individuals and or-
ganizations appearing in several lsts pre-
pared by the Department of Justice, other
Government agencles, and Congressional
committees. For example, the list contains
information from the “FBI Withhold List,”
which contains the names of individuals or
organizations which are allegedly subver-
sive, and from the Department of Justice’s
“Organized Crime and Racketeering List,”
which contains the names of individuals
who are or have been subjects of investiga-
tion in connection with activities identified
with organized crime. Also included in the
list are names obtained from other Govern-
ment sources, such as the Internal Revenue
Service, the Central Intelligence Agency, and
the House Committee on Internal Security.
According to the Commission, the use of the
data arose in 1964 because during the course
of Senste Hearings chaired by Senator Mec-
Clellan, it was discovered that a reputed
racketeering boss in New Orleans, Louisiana,
held a Commission license. In order that such
licensing not take place in the future, the
Commission established llaison with the re-
sponsible divisions within the Department
of Justice to be kept current on persons who
might have such afiiliations.

‘The Civil Service Commission maintains
& “‘security file” in electrically powered rotary
cabinets containing 2,120,000 index cards.”
According to the Commission, these bear lead
information relating to possible questions of
sultability involving loyalty and subversive
activity, The lead information conteined in
these flles has been developed from published
hearings of Congressional commitiees, State
legislative committees, public investigative
bodies, reports of investigation, publications
of subversive organizations, and varlous
other newspapers and periodicals. This file
is not new, but has been growing since World
War IL.

The Commission chairman reported:

“Investigative and Intelligence officials of
the various departments ang agencles of the
Federal Government make extensive official
use of the file through thelr requests for
searches relating to investigations they are
conducting.”

In another “security investigations index’
the Commission maintains 10,250,000 index
cards filed alphabetically covering personnel
investigations made by the Civil Service
Commission and other agencies since 1939.
Records in this index relate to incumbents of
Federal ‘positions, former employees, and

If they wear artificial dentures;
“Taking things all together, would you

Bay you're very happy, pretty happy, or not
too happy these days?” il v
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applicants on whom investigations. were
made or are in process of being made.

Then, the Commission keeps an “inves-
tigative file” of approximately 625,000 file
folders containing reports of investigation
on cases investigated by the Commission. In
addition, about 2,100,000 earller investiga-
tive flles are maintained at the Washington
National Records Center in security storage.
These are kept to avold duplication of in-
vestigations or for updating previous in-
vestigations. -

‘The Housing and Urban Development De-
partment in considering automation of a de-
partmental system which would integrate
records now included in FHA’s Spensor
Identification File, Department of Justice’s
Organized Crime and Rackets File, and
HUD’s Adverse Information File® A data bank
consisting of approximately 25,000 3 x 5 in-
dex cards has been prepared covering any in-
dividual or firm which was subject of or
mentioned prominently in, any investigations
dating from 19054 to the present. This in-
cludes all FBI investigations of housing mat-
ters as well,

In the ares of law enforcement, the Bureau
of Customs has installed a central automated
data processing intelligence network which is
8 comprehensive data bank of suspect in-
formation available on a 24-hour-a-day basis
to Customs terminals throughout the coun-
try 2

According to the Secretary of the Treasury:

“These records include current information
from our informer, fugitive and suspect lists
that have been maintained throughout the
Bureau’s history as an enforcement tool and
which have been available at all major ports
of entry, though in much less accessible and
unable form. With the coordinated efforts of
the Agency Service’s intelligence activities,
steady growth of the suspect flles is ex-
pected.”

There 18 the “Lookout File” of the Passport
Office and the Bureau of Security and Con-
sular Affairs2 This computerized file il-
lustrates the “good neighbor” policy agencies
ohserve by exchanging information in order
1o keep individuals under surveillance for in-
telligence and law enforcement purposes.
Maintained apart from the twenty million
other passport files, its basic purpose is to
assist in screening passport applicants to
make certain they are citizens of the United
States and that they are eligible to receive
passports. Requests for entry into thig sys-
tem are received from component agencies
of the Department, from other government
agencles, or in the limited category of child
custory, from an interested parent or guard-
lan,

The Department assured the Subcommit-
tee that data recorded in this “Lookout File”
i3 not disseminated. Rather, it serves as a
“flag” which, If a “hit” or suspect s recorded,
1s furnished to the original source of the
lookout and consists of the name of the in-
dividual and the fact that he has applled
for a passport. The individual is not told
that he is In the file until the information
1s used adversely against him, Then, accord-
ing to the report, “he is fully informed and
glven an opportunity to explain or rebut the
information on which the adverse action is
based.” '

Among some of the reasons listed for peo-
ple being in the Lookout File are the follow-
ing:

If the individual’s actions do not reflect to
the credit of U.S. abroad;

If he is wanted by a law enforcement
agency Iin connection with criminal activity;

If a court order restricting travel is out-
standing or the individual is involved in a
custody or desertion case;

“If he is a known or suspected Communist
or subversive;

“If he 1s on the Organized Crime and
Rackets List or is a suspected delinquent in
mlilitary obligations.”

ances which some may consiaer'imagfnary;
and on occasion, I may also have “embar-
rassed” high government officials.

One man wrote me his concern about this
program and commented:
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The Defense Industrial Security Clearance
Office 1s preparing to computerize its card
fil>s on over one and a half million private
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«wpne Secret Service ought to go after my
mother-in-law, too. On her 1ast visit she sald
that the Vice President doesn't seem to
have too many brains. She also said that
Senanor has a face like a carbuncle.
Should I report this to the Secret Service? #

There is no doubt that the physical pro-
tection of the President and high govern-
ment officials 18 & legitimate government
purpose and 8ll reasonable means must be
taken in pursuit of it. Nevertheless, such
pbroad and vaguely worded standards for in-
vestizating and adversely reporting Ameri-
cans to their government on the basis of
their utterances could, at one time or &n-
other, include most members of Congress
and most politically aware cltizens. It could
cover heated words exchanged in political
debate and discussion anywhere in the
country. Yet civil and military officlals
throughout the Federal government and in
some local law enforcement agencles were
requested to report people coming to their
attention who were thought to fit these
criteria.

‘The Subcommittee has not received com-
plete answers to our questionnaire on the
suobject of this computer and the national
reporting system it serves. However, we have
indications that other broad and zealous In-
formation programs, including the Army
civii disturbance system,© are sharing or
fecding on entries which, if not carefully
evaiuated, may produce serious consequences
for the rights and privileges of citizens. 11«
lustrating the misunderstandings and mis-
interpretations possible 1s the fact that mili«
tary doctors have expressed to me their con-
cern about an allegedly “secret” agreement
between the Defense Department and the
Secret Service which they were told was &
recent one and which required reporting of
all servicemen. receiving administrative dis-
charges. One psychiatrist writes’ of_his con-
cern for the confidentiality of medical rec-
oids in such action:

«1 see very little reason for this. My im-
pression of the individuals whom I recom-
mended for such a discharge was that these
were immature individuals who were not
able to adapt to the service for one reason
or another. Not by any stretch of the im-
agination were these individuals unpatriotic
or a threat to the security of the nation,” #

when I asked the Secretary of the Navy
about this, the Subcommittee was informec
that & person is not reported to the Secrel:
ceryvice merely because he received an ad-
rainistrative discharge from the Navy or Ma.--
rine Corps.#” However, we were informed tha
pursuant to Naval regulations issued unde:
5 secret 1965 Agreement the Navy reportis
an average of 400 persons annually, Wo
jearned, for example, that among the many’
categories of people to be reported wer:?
not only servicemen bub civilian employees
of the Defense Department who were dis-
charged on security or suitability grounds
ar:d who showed “evidence of emotional in-
stability or Irrational or suicidal behavior,
sxpressed strong or violent sentiments
apainst the United States,” or who had ‘“‘pre~
vious arrests, convictions, conduct or state-
ments indicating a propensity for violence
and antipathy for good order in Govern=
ment.”

MILITARY SPYING

Another example of First Amendment in-
formation programs is the Army program
for spying on Americans who exercised ther
First Amendment rights. Desplte these rights,
and despite the constitutional division of
power between the federal and state goverr.-
ments, despite laws and decisions deflnir g
the legal role and duties of the Army, tle
Army was given the power to create an in-

Footnotes at end of article.
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formalion system of data banks and com-
puter programs which threatened to erode
these restrictions on governmental power.®
Allegedly, for the purpose of predicting
and preventing civil disturbances which
might develop beyond the control of state
and 1ncal officials, Army agents were sent
throughout the country to keep surveillance
over the way the clvilian population ex-
pressed thelr sentiments about government
policies. In churches, on campuses, In class«
rooms, in public meetings, they took notes,
tape-recorded, and photographed people who
dissented in thought, word or deed. This in-
public officials, and
anyone who sympathized with the dlssenters.
With very few, if any, directives 5t to guide
their activities, they monitored the member-
ship and policies of peaceful organizations
who were concerned with the war in South-
east Asia, the draft, racial and labor prob-
lems, and community welfare. out of this.
surveillance the Army created blacklists of

‘organizations and personalities which were

circulated to many federal, state and local
agencies, who were all requested to supple-
ment the data provided. Not only descrip=
tions of the contents of speeches and politi-
cal comments were included, but hrrelevant
entries about personal finances, such &8 the
fact that a militant leader's credit card was
withdrawn. In some CasSeS, & psychiatric diag-
nosis taken from Army or other medical rec«
ords was included.

This Information on individuals was pro-
grammed into at least four computers ac-
cording to their political beliefs, or their
memberships, or their geographic residence.™

The Army did not just collect and share
this information. Analysts were assigned the
task of evaluating and labeling these people
on the basis of reports on their attitudes,
remarks and activities. They were then coded
for entry into computers or microfilm data
banks.5?

The Army attempts to justify 1ts surveil«
lance of clvilians by asserting that 1t was col-
lecting information to enable the President
to predict when and where civilians might
engage in domestic violence, and that the
President was empowered to assign thie task
to it by the statutes conferring upon him
the power to use the armed forces to sup-
press domestic violence.

I challenge the validity of this assertion.

‘Under our system, the power to investigate
to determine whether clvilians are about to
violate federal laws is committed to federal
civil agencies, such as the PBI; and the
power to investigate to determine whether
clviiians are about to violate state laws is
reposed in state law enforcement officers.

1t President Johnson belleved he ought to
have had information to enable him to pre~ -
diet when and where civilians might ergage
in future domestic violence, he ought to have
called upon the FBI or appropriate state law
enforcement officers for the information.

He had no power to convert the Army into
a detective force and require it to spy on
civilians.

This conelusion is made plain by the Con-
stitution and every act of Congress relating
to the subject. Sections 331, 332, 333 and 334
of Title 10 of the United States Code cer-
tainly did not confer any such power on the
President. These statutes merely authorized
him to use the armed forces to suppress
domestic violence of the high degree specified
in them, and conditioned thelr use for that
purpose upon his issuing a proclamation im-
mediately ordering the offenders “to disperse
and retire peaceably to their abodes within
a limited time.”

The only other statute relevant to the
subject Is section 1385 of Title 18 of the
Code, which prohibits the use of any part of
the Army or Alr Force “‘as & posse comitatus
or otherwise to execute the law ... except in

June 11, 1974

the pressures for conformity will be irresi
Tesistl-
ble. Initistive and individuality can be sms;oi-

Antard aem B e thden o AL

June 11, 1974

cases and under circumstances expressly au-
thorized by the Constitution or Act of
Congress.”

The legislative history of this statute is
fully revealed in the opinion of United States
District Judge Dooling In Wrynn v. United
States, 200 F. Supp. 457 (ED.N.XY., 1961).
When the words of this statute are read In
the light of ifs legislative history, it is ob-
vious that the statute is not limited by the
expression ‘a8 a posse comitatus or other-
wise,” but operates as a prohibition against
the use of the Army to execute the laws
without reference to whether it is employed
as & posse comltatus or as & portion of the
Army. Indeed, the statute embodies “the in-
herited antipathy of the American fo the
use of troops for civil purposes.” [200 ..
Supp. at 466].

President Johnson's use of the troops to
spy on civilians, to build data banks and
create computerized information systems,
discloses that relevance of this statute to our
day is sadly clear. Since neither the Consti=
tution nor any Act of Congress expressly, or
impliedly, authorized such use, the Presi~
dent was forbldden by section 13856 of Title
18 of the United States Code to use the Army
to spy on civilians.

The Army’s spying violated First Amend-
ment freedoms-of the civillans who became
aware that they or the groups to which they
belonged had been placed under surveillance.
This 1s so because it undoubtedly stifled
their willingness to exercise their freedom of
speech, association and assembly.®

If any proof were needed of the logic and
truth of this statement, it can be drawn
from such testimony as the Subcommitiee
received from Dr. Jerome Wiesner who com-
mented:

“Many, many students are afrald to par-
Heipate in political activities of various kinds
which might attract them because of thelr
soncern sbout the consequences of having
a record of such activites in a central file.
They fear that at some future date, it might
possibly cost them a job or at least make
their clearance for a job more difficult to
obtain.” 5

The Subcommittee has heard no testimony
yet that the Army's information program
was useful to anyone. The only result of the
testimony by the Defense Department was to
confirm my belief that under the Constitu-
tlon and under the laws, the Army had no
business engaging in such data-gathering
and that the scope and breadth of the sur-
veillance was so broad as to be irrelevant to
the purpose.

Congress has still to discover the complete
truth about these Army computers. Appar-
ently, even officials responsible for intelli-
gence did not know of the existence of the
computers for implementing the program.
The Subcommittee has repeatedly requested
the testimony of the Army Cenerals who
would be most knowledgeable about the com-
puters and what they contained. We have
just as-repeatedly been denied thelr testi-
mony as well as delivery and declassification
of pertinent documents demonstrating the
scope and purpose of the program. The
Army sald it would cut back on the data-
gathering on lawabiding citizens and would
defer to the Department of Justice. So I
asked the Justice Department officials how
many computers that Department had con-
talning information on people who lawfully
exercised their First Amendment free-
doms.” ¥

I had seen newspaper articles quoting the
director of the Justice Department’s Inter-
divislonal Information Unit. He sald there
that the computer's lst of thousands of
names is not & register of “good guys” or
“had guys.” “It is simply a list of who par-
ticipated in demonstrations, rallies and the
like.” This would include non-violent peo-
ple as well as violent, he sald.’s On the basis
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of these reports, I asked for the testimony of
this official, but for some strange reason,
he could not be located.

Despite questioning during the hearings
and correspondence with the Justice De-
partment, we have been unable to obtain
an accurate description of the use of Justice
Department computers for collecting, proc-
essing and analyzing information on lawiul
First Amendment activities of cltizens. Nor
have we been able to ascertain or obtain the
standards followed by the Department in de«
ciding what individuals should be the sub=
Jects in such files, or how they should be
excluded from such flles,

LEGISLATIVE REMEDIES

There has been much discussion of the
need for new laws granting access to indi-
vidual records. I believe a person should have

the chance to expunge, update and correct -

his records. With the advent of systematic
record-keeping, a man needs the chance
which a businessman has to go into economic
bankruptcy and obtain a discharge from his
past.

paI believe, however, that we must go beyond
that relationship between the individual and
his records. We must act to restore a healthy
balance to the relationship between the citi-
zen and his government, and necessarily be-
tween Congress and the Executive Branch.
Mere access to and knowledge of his individ-
ual file is not enough. Remedial action must
be addressed to the curbing of the power of
‘government over the individual and to re-
stricting its power to deny information about
government programs, The clalm to an ln-
herent power to monitor, investigate and
compile dossiers on law-abiding citizens on
the off-chance that they might need to be
Investigated for a legitimate governmental
purpose at some time in the future must also
be opposed.

As a result of the Subcommittee’s experi-
ence in playing hide-and-go-seek with the
Federal Government's: computers and with
the people 'who plan and supervise them, I
am convinced these computers have too much
privacy today. The Congress, the press and
the public should have available an habeas
corpus actlon for entire computer systems
end programs themselves, No department
should be able {o hide such broad-based data
programs and informatlon systems. If they
are lawful, the American people then have a
right to full knowledge about the operation
of their government. If they are not lawful
and relevant for some purpose, they should
be exposed for what they are—aitempts to
intimidate citizens into silence and con-~
formity.

First, we need to devizse some judicial
remedy for confronting and testing the
nature, purpose, legality and constitution-
ality of governmental data banks and large-
scale intelligence information systems which
by their very existence may threaten the
quality of our First Amendment freedoms or
whose contents may affect economic pros-
pects, reputations or rights. Now pending
before the United States Supreme Court is
Just such a challenge to the Army surveil-
lance program and the military data banks,
including at least four computer systems for
storing and processing information on Amer-
ican across the land. [Tatum v. Laird, no. 71—
288 (1971) (argued March 27, 1972)] The
lower court has denied standing to sue to
plaintiffs who were subjects of survelllance
and computer dossiers on grounds that they
have not shown injury. [44 F2d 947 (D.C.
Cir. 1971)1]. o

Congress must strengthen and enforce re-
porting requirements for computer systems.
Not even in the audit of computers which
the present law requires the General Services
Administration to conduct each year is it
possible for Congress, the press, and the pub-
lie to get minimum information about all of
the management wuses of computers in
government, ’
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Secondly, I belleve we mus* devise legal
means of assuring the reporting of large
government data banks to a central office
established independently of the executive
Bbranch. This would require the filing of
policy statements describing exactly what
agencies feed a particular information sys-
tem and who would receive or access date
routinely from a particular data bank. These
policy statements should be public records.
In this way, people would have due notice
of possible sharing of information by other
agencles or state or local governments.

Thirdly, out of these directives, a graphie
national information-flow chart would be
designed and made available for public in-
spection. An individual concerned about his
record could then go to the respective agen=
cles and exercise his rights under the Free-
dom of Information Law to inspect his flles.

Fourth, there is a need to fully implement
the principle of open government implicit in
the Freedom of Information Law by reducing
the number of exemptions in it which the
Executive Branch may use to deny or with-
hold information. This would make the ju-
dicial remedies 1t contains more meaningful,

Fifth, I belleve there must be established
a new Independent agency for setting and
enforeing strict standards in software and
hardware for the assurance of security, con-~
fidentiality and privacy of records. These
would be applied to all phases of gathering,
processing and transmitting information
about people by government computer sys=
tems. This would include such problems as
interception of electronic transmissions and
tapping of systems.

8ixth, Congress must enact specific prohi-
bitlons on unconstitutional or unwise prac-
tices which unfairly augment government's
power to invade individual privacy. Examples
of such legislation would be: (1) a ban on
use of military resources to conduct unwar=
ranted surveillonce over civillans and to cre=-
ate and share data banks on them, and (2) a
ban on unconstitutional means of coercing
cltizens into revealing personal information
about themselves.® Such & bill 1s S, 2158
which would prohibit requirements on ap~
plicants and employees to submit to lie de-
tectors’ in order to work.® Another bill is
8. 1438, designed to protect federal em-

ployees and applicants from unwarranted de-

mands for information about such matters:

8s thelr race, natlonal origin, religlous be-
lefs and practices, sexual attitudes and con-
duct, and personal family relationships.st
Another necessary protection would be a pro-
hibitlon on distribution of arrest records to
private companies and severe restrictions on
their availability within government.s
Seventh, is the need for America to take a
stand on whether or not every pergon is to
be numbered from cradle to grave, and if sa
whether or not that number is to be the
soclal security number. Until now, the idea
of a unlversal standard identifier has been
merely discussed In philosophical terms, but
the need to reduce people to digits for the
computer age has prompted wide govern-
ment use of the number for identifying in-
dividuals in government files, Private indus-
tries, businesses and organizations have fol-
lowed suit to the dismay of many people who
have registered strong complaints against
this practice with the Subcommittee. They
were supported by the findings of a Social
Security Task Force which reported in 1971
that: '
“The Increasing universality of the Social
Securlty Number In computer data collec-
tion and exchange presents both substantial

. benefits and potential dangers to soclety;

and that In order to maximize the beneflts
and minimize the dangers, there needs to be
developed a nationael policy on computer
data exchange and personal identification in
America, Including a consideration of what

Footnotes at end of article.
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safeguards are needed to protect individuals'
rights of privacy and due process.” s

In outlining the areas in which state legis-
latures and the Congress must make impor=-
tant judgments, this Task Force stated:

“Defining the proper role of the Social Se-
curity Number in society requires that broad
soclal judgments be made first about the
Qesirability of large-scale computer record-
keeping In various settings; second, about
the kinds of data necessary and appropriate
to record about individuals within a given
setting; third, about the safeguards needed
to Insure that the computer is being used
within a given setting in ways that protect
fundamental human rights; and fourth,
about the desirability of any kind of uni-
versal ldentification system In terms of its
psychological impact on the individual citi-
zZen,’” 04

SUMMARY

From the Subcommittee study of privacy
and government data banks one conclusion
is undeniable. This Is that the extensive use
of computerized systems to classify and ana-
lyze men’s thoughts, speech, attitudes, and
lawful First Amendment behavior raiges seri-
ous questions of dental of substantive due
brocess to our entire soclety. To try to con~
dense the truth about what men belleve and
why they believe is a futile exercise which
can lead to that tyranny over the mind
ageinst which Thomas Jefferson swore eter-
nal hostility. Without grave dangers to our
constitutional system, we cannot permit
government to reduce the realities of our po-~
litical life and the healthy traffic in our
arketplace of itleas to marks on magnetic
tapes and date on a microfilm.

Professor Robert Boguslaw ¢ & eloquently de-
scribed the dangers posed by this “technol-
ogy-screened power"” when he wrote that
“the specification of future and current Sys~
tem ‘states within this orientation charac-
teristically requires an insistence upon & uni-
formity of perspective, a standardization of
language, and a consensus of vaiues that is
characteristic of highly authoritarian social
structures, Nonconforming perspectives, lan-
guage, and values can be and, indeed, must
be excluded as system elements.”

He further points out certain engineering
truths and certain human truths which face
every politician, administrator, analyst and
programmer who tries to use computers to
convey either more or less than the straight
facts about people. First is the truth that
the strength of high-speed computers is pre-
cisely in their capacity fo process binary
choice data rapidly. But to process these
data, the world of reality must st some point
in tlme be reduced to binary form. Second
1s the truth “that the range of possibilities
1s ultimately set by the circuitry of the com-
puter, which places finite limits on alterna-
tives for data storage and processing.” Third
is the truth “that the structure of the lan~
guage used to communicate with the com-
puter restricts alterratives.” Then there is
the truth “that the programmer himself,
through the specific sets of data he uses in
his solution to a programming problem and
the spectfic techniques he uses for his solu-
tion, places a final set of restrictions on ac-
tlon alternatives available within s com-
puter-based system.”

It s In this sense that computer pro-
grammers, the designers of computer equip-
ment, and the developers of computer lan-
guages possess power in our society.

Thesge limitations of men as well as ma-
chines are what I remembered as I listened
to the young Army analyst describing his
assighment to condense truth for the Army
data systems by assigning numbers to peo-
ple on the basis of their speech and
thoughts.s .

On the shoulders of technology experts
who are aware citizens rests the responsibil-
"1ty for gulding those politicians who seek
computer-based solutions to political prob=
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lerns. At this point in our history, they, more
then anyone, realize that computers have
only those values which are designed and
pregrammed into them.

1t the attitude of the present Administra-
tion is any indication, Government will make
increasing use of computer technology in
pursuit of its current claim to an inherent
power to investigate lawful activities and to
lavel people on the basis of their thoughts.
Municipal, state and federal agencies con-
tinue to plan, devise and bulld intelligence
systems for many purposes. It devolves on
theose people involved in computer technol-
ogy w0 make known the restrictions and the
limitations of the machines as well as the
alternatives for what is proposed. When the
political managers lgnore or abdicate their
responsibility to assure the application of
due process of law, they may have the final
say over the constitutional uses of power.

What they say may not be popular with
these who use their services, especially gov-
ernment departments. But I would suggest
that when they advise on extending the
power of government, they serve a higher
law--the Constitution.

The technological forces which affect the
gquality of our freedoms come in many guises
and under strange terminology. They are
dreamers who would decry the advent of
the computer as casting some sorcerer’s
shs.dow across an idyllic land. In their phil-
osophical rejection or fear of this most in-
tricate of machines, they would deny the
spark of divinity which 1s the genius of
man’'s mind; they would reject the progress
of civilization itself. So there 1s no reason
to condemn out of hand every governmental
application of computers to the field of in-
formation processing or to systems study.

Our society has much to gain from com-
puter technology. To assure against its po-
litical misuse, however, we need new laws
restricting the power of government and
implementing constitutional guarantees. We
need increased political awareness of an in-
dependent nature by Information specialists
who understand the machines and the sys-
teme they constitute.

We do not, as some suggest, need new con-
stilutional amendments to deal with these
prcblems. The words of the original amend-
ments will do, because they envelop our na-
tio:aal concepts of personal freedom and I
believe they can encompass anything which
Jeopardizes that freedom.

£s Justice Oliver Wendell Holmes said:

“A word is not a crystal, transparent and
unchanged; it is the skin of a living thought
and may vary greatly in color and content
according to the circumstances and the time
in which it is used.”e7

I believe that Americans will have to work
harder than ever before In our history so
that the First Amendment remains a living
thought in this computer age.

Otherwise, we may find the individual in
our soclety represented not by a binary form,
but oy one digit.

And that will be “zero.”

Oiherwise, America may lose its cherished
reputation as “the land of the Second
Chance.”
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naire, Aug. 1970. Also described in Froehlke
testimony, nhote 23, supra and in Army Un-
dersecretary Beal letter of Mar. 20, 1970, re-
printed in 1971 Hearings, Part II at 1051, and

% 116 Cong. REC. 26327-51 (1970).

=7 For descriptions and citations to sup-
porting statutes and regulations, see re-
sponse to Subcommittee questionnalres,
14971 Hearings, Part II at 1312-68. See also
discussion in testimony of Justice Depart-
ment officials. Id. Part I at 597, 849.

#For descriptions and summaries of
some of these complaints and concerns, Re-
marks of Senator Ervin, 116 Cong. REC. 30,
797, 41,751, 43,944 and 117 Cowe. Rec. 8. 985
(daily ed. Feb, 8, 1971). In particular, note
opening statements by Subcommittee Chair-
man each day of 1971 Hearings outlining is-
sues of concern for the day. Of interest here
is & Dec. 1971 report, A National Survey of
the Public’'s Attitude Toward Computers,
sponsored by the American Federation of
Information Processing Socleties and Tiue
MacazINE noting that:

There is major concern about the use of
large computerized information files. Thirty-
eight percent of those surveyed believe com-
puters represent & real threat to people’s
privacy as opposed to fifty-four percent who
disagreed. Sixty-two percent are concerned
that some large organizations keep informa-
tion about millions of pepole. In addition,
fifty-three percent believe computerized in-
formation files might be used to destroy in-
dividual freedoms; fifty-eight percent feel
computers will be used in the future to keep
people under surveillance; and forty-two
percent believe there 18 no way to find out if
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information about you stored In a computer
is accurate, In general, the public believes
government should make increased usage of
computers In a number of areas, that such
usage will make government more effective,
and. that there will, and should be, increas-
ing governmental involvement in the way
computers ave used.

2 Letter, identity withheld, ih Subcommit-
tee flles with comment by the Director of the
Federal Bureau of Investigation.

%28 C.F.R. §0.856 (b); codifying rulings
by the Attorney General pursuant to 28
U.8.C. § 534 which provides:

{(a) The Attorney General shall—

(1) acquire, collect, classify, and preserve
identification, crime and other records; and
exchange these records with, and for the
official use of, authorized officials of the Fed-
eral Government, the States citles, and penal
and other Institutions. ;

(b) The exchange of records authorized by
subsection (a) (2) of this sectlon 1s subject
to cancellation if dissemination is made out~
side the receiving departments or related
agencles.

(c) The Attorney General may appoint
officials to perform the functions authorized
by this section.

% Morrow v. District of Columbia, 417 F.
2d 728 (D.C. Cir, 1969). For a summary of

case law on this subject, see Longton,

Maintenance end Dissemination of Records
of Arrest Versus the Right to Privacy, 17
‘WaynNEe L, Rev, 995 (1971).

2 Menard v, Mitchell, 430 P.2d 486 (D.C.
Cir. 1970), decislon upon remand, 328 F.
Supp. 718 (D.D.C. 1971). The Court coh-
strued 28 U.8.C. § 634 narrowly to avoid the
constitutional issues raised by Menard and
found that: :

It is abundantly clear that Congress never
intended to, or in fact did, authorize dis-
semination of arrest records to any state or
local agency for purposes of employment or
licensing checks.

It found certain faults with the present
system: (1) State and local agencies receive
criminal record data for employment pur=
poses whenever authorized by local enact-
ment, and these vary state by state and local-
1ty by locality. (2) The Bureau cannot pre-
vent improper dissemination and use of the
material it supplies to hundreds of local agen-
cies. These are no criminal or civil sanctions,
Control of the data will be made more difficult
and opportunities for improper use will in=-
crease with the development of centralized
state information centers to be linked by
computer to the Bureau. (3) The arrest rec-
ord material is incomplete and hence often
inaccurate, yet no procedure exists to enable
individuals to obtain, correct or supplant the
criminal record information used against
them, nor indeed ig there any assurance that
the individual even knows his employment
application ls affected by an FBI fingerprint
check,

The Court invited Congressional action,
noting that: with the increasing availability
of fingerprints, techmnological developments,
and the enormous increase in population,
the system is out of effective control. The
Bureau needs legislative guldance and there
must be a national policy developed in this
ares which will have bullt into it adequate
sanctions and administrative safeguards.

% Congressional response to the District
Court’s invitation has taken several forms,
among them, & bill, S. 2545, introduced, but
not acted on, to authorize the Attorney Gen«
eral to exchange eriminal record Information
with certain state and local agencies. Re-
marks by Senator Bible, S. 14558, 117 Cowe.
Rec. (daily ed. Sept. 20, 1971) ; and an amend~
ment to the Department of Justice Appro-
priation Act of 1972 temporarily restoring
the power over arrest records limited by the
Menard decision. 117 Cowne. Rec. S. 20461
(dally ed. Dec. 3, 1971). House Judiclary Sub-
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committee No. 4 on Mar 16 began hearings
on H.R. 13315, a bill introduced by Rep. Ed-
wards, ‘“‘to provide for the dissemination and
use of criminal arrest records in a manner
that insures security and privacy.” b

A related, but more comprehensive bill,
S. 2b46, was introduced by Senator Hruska
on Sept. 20, 1871, 117 Cone. Rec. (dally ed.)
to insure the security and privacy of crim-
inal Justice information systems. This is
termed the Attorney General's response to
an amendment to the Omnibus Crime Con-
trol Act of 1970, 18 U.B.C. §§ 351, 1752, 2516,
3731 (1964), requiring the Law Enforcement
Assistance Administration to submit legis-
lative recommendations to promote the in-
tegrity and accuracy of criminal justice data
collection. LEAA demonstrated a prototype
computerized system for exchange of crim-
inal history information with the states, a
project known as SEARCH—System for
Electronic Analysis and Retrieval of Crim-
inal Histories. In Dec. 1970, Project SEARCH
was turned over to the FBI for the develop-
ment of an operation system to be part of
the National Crime Information System. The
bill deals with criminal offender record in-
formation as well as criminal intelligence
information.

A discussion of the philosophical, consti=-
tutional and legal issues and problems re-
lated to such a computerized system is found,
with bibliographies, In Security and Privacy
Consideration in_Criminal History Informa-

. tion Systems, Technical Rept, No. 2, July,

1970, by Prolect SEARCH, California Crime
Technological Research Foundation, funded
by the Law Enforcement Assistance Admin-
istration, Department of Justice. Also per-
tinent is the testimony of LEAA officials on
the use of information and intelligence sys=
tems by criminal justice agencies. 1971 Hear-
ings, ‘'on the Natlonal Crime Information
Center. Id. at 914,

For a model state act proposed for crim-
inal offender record Information, See gen-
erqlly Technical Memorandum No. 3,” May,
1871 by Project SEARCH.

As we have a highly mobile population, so
we have a highly mobile criminal population,
which requires that governments be able to

" share rapldly the information in their data

banks in the Interest of law enforcement.
The problem is determining what agenciles
and what officials should control what in-
formation.

% See 1971 Hearings at 493-530. Testimony
of Joseph Alloto, Mayor of San Francisco,
and exhibits submitted. For response of Jus~
tice Department officials, see testimony of
Willlam Rehnquist, id. at 604, 878-88, and a
series of memoranda from the Federal Bu-
reau of Investigation, the Bureau of Narcotics
and Dangerous Drugs, which memoranda
were submijted by Assistant General Rehn-
quist with the caveat that.

Under the traditlonal notions of separa-
tlon of powers, it seems to me probable that
the Department could justifiably decline to
furnish portions of this information ... Id. at
1371, .

%1971 Hearings, Part II at 1375. In his
memorandum of Mar. b, 1971, the Director of
the Bureau of Narcotics and Dangerous Drugs
noted” . .. it i8 possible that the documents
or information in these four exhibits could
have been passed to the LOOK reporters by a
BNDD employee.” He cites BNDD Order 0-98,
May 27, 1970 as the Bureau’s current public
Information policy and as essentially a re-
statement of 28 C.F.R. Pt. 50, § 50.2, which
covers the dissemination of most types of in-
formation for the Department. However, he
states that the strongest applicable regula-
tions In this matter are found in 28 C.F.R. Pt,
45, § 45.735: *'No employee shall use for finan-
clal gain for himself or for another person, or
make any other improper use of, whether by
direct action on his part or by counsel, rec-
ommendation, or suggestion to another per-

.or geographical backgrounds,
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son, information which comes to the em-
ployee by reason of his status as & Depart-
ment of Justice employee and which has not
become part of the body of public informa-
ton,”

Obviously, the disclosure of documents
stamped “For official use only” would be con-~
trary to this regulation if, in fact, the dise
closures were made by Department of Justice
employees.

A For statement submitted by a Special
Agent of Military Intelligence and related
correspondence, see 1971 Hearings, Part IT at
1451-1457.

% See generally Hearings on Psychological
Tests and Constitutional Rights Before the
‘Subcomm. on Constitutional Rights of the
State Comm. on the Judiciary, 89th Cong.
1st Sess. (1965) and Hearings on S. 3779 on
Privacy and the Rights of Government Em=
ployees, 89th Cong., 2d Sess. (1069).

3 See 1966 Hearings, supra note 37. In con=
nection with a proposal introduced to proe
tect the consttlutional rights of employees
of the exe¢utive branch and to prevent un=
warranted governmental invasion of their
privacy, see Senate remarks of Senator Ervin
ineluding discussion of need for law pro-
hibiting requirements to reveal information
‘on race, religion, national origin, personal
family relationships, sexual attitudes and
eonduct and religious beliefs and practices
in 112 Cow~e. REC. 16081, 18634 (1966), 113
CoNe. REC. 4039, 10663, 27994 (1967), 114
ConG. Rec, 11235, 17161, 19613 (1968),
115 Cone. Rec, 2343, 117 Cowe. REc.
(daily ed. Apr. 1 and May 11, 1971), By such
legisiation, government may be prevented
from intruding into protected First Amend-
ment areas on subjects which should have
nothing to de with the operation of a civil
service merit system. By exclusion of such
sensitive, subjective Information from the
computer systems, initially, government will
be precluded from basing individual or gen-
eral social judgments on outdated standards,
changing mores, variants in ethnic, cultural
or previous
conditions of the individual’s mind, heart,
and personallty. It will necessarily be con-
fined to a consideration of current informa-
tlon relevant and pertinent to the problem
at hand.

® See generally Hearings on S, 1791 and
Privacy, the Census and Federal Question-
naires Before the Subcomm. on Constitu-
tional Rights of the Senate Judiciary Com-~
mittee, 91st Cong., 1st Sess. (1969) and hun-
dreds of letters and complains about coer-
elve statistical questionnaires. Appendix also
contains judicial, legal and constitutional re-
search materials as well as examples of many
soclal and economlic questionnaires. See also
Pipe and Russell, Privacy: Establishing Re-
strictions on Government Inquiry, 18 AMER.
Univ. L. Rev. 516 (1969). For a summary of
the hearings, see Senate remarks of Senator
Ervin, 115 Cowe. REC. 17718 (1969). For pos-
sible political uses of such information ac-
quired as economic and social indicators, see
Report by House Government Operations
Committee, Subcommittee on Government
Information, on Department of Labor brief-
ings on economic statistics; and 23 WesTerRN
Por, Q. 236 (1970). See also the finding and
recommendations on privacy and confiden-
tlality of the PRESIDENT's CoMMISSION ON
FEDERAL STATISTICS (1071).

“ See 1969 Hearings, supra note 39, testi-
mony on behalf of the National Federation
of Independent Business at 199, of attorney
and farm owner Willlam Van Tillburg at 74,
W. Schliestett, businessman at 66, J. Can-
non, attorney at '7,263.

$11d. at 830. Table of Census surveys of
population and households, conducted for
other government agencies, with indication
of penalties and compliance techniques. In
many of these, the data 13 kept on tape or
film by both the Census Bureau and the
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sponsoring agenecy, and the confidentiality
rules of the sponsoring agency apply.

2 Id., at 251. Assistant Secretary of Com-
merse Chartener:

Assistant Secretary of Commerce CHAR-
TExEr. The wording deliberately has been
rather subtle in #ts form. We never use the
word “mandatory” on a questionnaire. In-
stead. people will be told that “your answer
is required by law.” In other cases, they may
e told that a survey is authorized by law or
it 13 Impertant te your government or some-
thing of that sort. Now, the followup pro-
cedure is used not for purposes of coercion
but rather in order to verify the correctness
of an address.

Serator BErvin. Do you not agree with me
that suech a precedure s designed to implant
in the mind of the recipient of these quee~
tionnaires the impression that he i re-
quired . by law to answer them?

Mr. CHARTENER. If it is & mandatory ques-
tionnaire that would be the case. In other in~-
stanees, the repeated mallings which may go
up o five or may involve telephone calls of
ever: a personal eall are simply a means of
emphasizing the importance that the Gov-
ernment feels in getting this response . . .

The Department of Commerce opposed el=
actment of a simply-worded statute advising
peopls that their responses to these statis-
tica: questionnaire were voluntary, Id. at 262,

Senator ErviN, Would the Department of
Commerce and 1ts Bureau of the Census be
oppoeed to enactment of Federal statutes
whick: would require that the Bureau of the
Census advise every citizen on & question-
natre sent out by the Bureau that where 1t
1s not required by law, not mandatory, this
1s an effort to elicit information desired by
the Government on & voluntary basis?

Mr. CHARTENER. Senator, I think we would
oppoge that. This 1s a matter of rather subtle
psychology. I do not think, personally, and
this 1s the position of the Department, that
we ought to go out of our way to tell people
they do not need to bother filling out this
questionnaire. . . .

Serator ERvIN. You think the statutes gove
erning those questionnaires, which are man-
datory and which are subject to the criminal
penalty If not ahswered readily, are under-
standable by the average layman?

Mr. CuarTENER. I do not think any law 18
written to be readily understandable by the
average layman, That 1s-why we have lawyers.

Bat compare the testimony of the Secre-
tary of the Department of Health, Education,
and Welfare in the 1971 Hearings at 788, op~
posing legislation, but favoring administra-
tive notice of voluntariness for that Depart-
mernt's forms,

43175 CoNe. Rec. 3356 (1969) and guidelines
printed there. See also note 17, supra, corre=
spondence and guidelines printed at 1541,
1971 Hearings, Part II, See remarks of Rep.
Stanton, 118 Coxe. Rec. at H208 (dally ed.
Jan. 24, 1972) [Complaints Against Secret
Service]. .

“ [otter in Subcommitiee files.

4 S»e Department of the Army Civil Dis-
turbance Information Collection Plan, May 2,
196¢, collection priorities and requirements
and distribution ligt for government agen-
cies. Printed in 1971 Hearings at 1126, 1136.
This plan alse appears with remarks. of Sena-
tor Rayh, 117 Cone. Rec. 2290 (dally ed.
Mar. 2, 1971),

1 Latters in Subcommitiee files (ldentitles
withheld).

o Latter of inquiry from Subcommitfee
Chairnan, July 86,1971, citing the large num-
ber of reasens for which a person can recelve
an administrative discharge, ranging from
family hardship to national securlty groands,
the Inadeguate procedures and safeguards
surrounding such discharges, and the threat
to individusl freedom from unrestricted re-
porting of law-abiding cltlzens, who may be-
come subjects of officlal survedllance through
no fault of their own or of the Secret Service.
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©'This December 14, 1965 agreement be-
rween the Defense Department and the Se-
wret Hervice was implemented within the
Navy Department by SECNAV Instruction
15500.27, 18 March 1966, which contains =
wopy of the agreement. Adminigtrative au-
tihortty for this regulation is cited as Defence
Dept, Directive 5030.34, dated 30 Dec. 1965
itatutory authority for assistance to the Se~
aret Service 15 cited as P.L. No. 80--331 (June
i3, 1968 which provides for assistaince to the
ijecret Service on request.

# Appendix B of Agreement. Under Appen-~
1ix A, identification data, photograph, physi-
cal description, date and place of birth, em~
sloyment, marital status and identifying
numbers. are to be furnished, togsther witi:
inmmmarles or excerpts trom DOD files as ap-
plicable to an individual or group reportec.

In a related exchange of correspondence,
“he Subeommittee Chairman, in response to
complaints, directed an Inguiry to the Secre-
ary of the Navy, on April 23, 1970 about u
Navy directlve which required that in any
case where enlisted personnel were to be sep-
urated under other than honorable conditions
‘within the continental United States, local
sivil police suthorities were to be notified 1a
advance of the name, race, sex and place an:
date of birth of the person, and of the time
and place such separation 1s to be effectect.
‘This regulation seemed to serve no useful
“unction since the Army and the Air Forceo
runctioned without one. On May 7, 1970, the
“Navy Department notified the Subcommittes
hat they concurred in this view and would
delete the reporting requirement. (Corre-
1spondence in Subcommittee flles.)

5 For legal and constitutional implications,
18 well as a comprehensive historical accouns,
#ee testimony of Christopher Pyle, an attor-
3ey and former Captain in Army Intelligence.
i3ee 1371 Hearings at 147, and exhfbite provid-
:ng examples of natlion-wide military sur-
refllance.

& See Brvin, Privacy and Governmental In-~
estigations, 1971 Uwmiv., Inn. L. Forum 137
11971) for an account of the varlous plans
tnd their lack of relevance to the problem of
putiing down civil disturbances, and for
analysis of the Defense and Justice Departi-
ment’s claims to constitutionality for the
actions of the military. Texts of four “plans,”
2971 Hearings at 1123 1118, 1164, 178i:
Memorandum at 1139, 1141, 1278-98, showing
attempts by civillans to cut back on the pro-
eram.

® The bulk of investigative actlvity by the
JArmy’s own personnel occurred at the field
level, Agents collected information and filed
"spot reports,” “agents reports,” and *sum-
maries of investigation.” Most of this data
‘vas forwarded up the chain of command but
record coples were kept In data centers at
wvery level of command. Manual files .were
naintained at every level. At least four and
possibly more computer systems were em-
ployed to store, analyse and retrleve the in-
Jormation. collected. Many files on lawful
vitizens were microfilmed and integrated
with other files on persons who were suspect-
od of violattons of security and espionagse
laws. Thess computer systems were located
in the headquarters of the Intelligence Com-
nand (Fort Holabird), the Continentsl
Army (Fort Monroe), the Third Army Corps
«Fort Hood), and in the Pentagon. More than
one computer data bank was maintained in
some of these locations. (Subcommittee in-
‘restigation.)

® Testimony of Ralph Stein on the difficulty
of labeling young people on the basis of
1heir speech, when a difference of one dig::
was the difference between a communlist an<d
W non-communist. 1971 Hearings st 248, 269.

& Sec Brief for Respondents filed in Tw-
“um v. Lalrd in the Supreme Court of the
‘United 8tates, No. T1-288, challenging the
Army's surveillance program, and arguing
shat plaintiffs’ claims are justifiable and ripe
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for adjudication; that the present inhibiting
effect on the exercise of First Amendment
rights creates a justictable controversy; that
the justiclability of their claims is enhanced
because the miltary exceeded its constitu-
tional and statutory authority and intruded
Into civiilan affairs; that they have standing
to adjudicate these elalms for themselves
and the claims of others similarly situated;
and finally, that they argue that their case
cannot be mooted by the Army's assertion
thet its domestic surveillance activity has
been_reduced. The appendix contsins an in-
terssting and landmark study of the chilling
effoct of overbroad governmental programs on
Firgt Amendment activity from the social
science view.,

All of the plaintiffs named have been sub-
Jecis of political surveillance, and all are be-
Heved to be subjects of reports, files, or dos-
slers malntained by the Army. .

In an amicl brief filed by Senator Ervin
on behall of the Unitarian Universalist Asso~
ciation, the Council for Christian Social Ac-
tion, United Church of Chrigt, the American
Friends Service Committee and the National
Council of Churches of Christ, the question
posed for review is framed as follows:

Do individuals and organizattons not af--
fillated with the armed services present a
Justiciable 1ssue wunder the First, Fourth,
Fifth and Ninth Amendments when they al-
lege that their rights of free expression, pri-
vacy and association have been infringed by
unauthorized, unnecessary and indiscrimi-
nate military investigations of their political
‘activities and personal Hves? Brief for Re-
spondents as amicus curise at 7, Lalrd v.
Tatum, No, 71-288 (1971).

Essential though the freedoms are, they are
not easily exercised in a climate of fear, dis-
cord, and dissension, especially when the
ldeas being expressed are those which are
displeasing to government and unsettling to
the majority of citizens, ... If 1s as such a
time that the First Amendment is rnost
necessary, most in danger, and most difficult
to exercise. . . . The First Amendment how-
ever, was made for the timid as well as for
the brave. While government cannot instill
coursge In the meek, it may not take ad-
vantage of a climate of fear to undertake
a program which has the effect of restricting
the First Amendment only to the very cour-
ageous, Government action, such as military
surveillance, seemingly innocuous in the ab-
stract, has the very real effect of suppres-
sing the exercise of the First Amendment.
‘The coercive power of this government ac«
tion lies in the national climate of fear and
doubt, and in the very real, tangible appre-
hension of some unknown form of retribu-
tion by government on those who 1t fears
and therefore watches. That such apprehen-
sion exlsts in Americs today is manifest. Id,
at 15. :

5 1971 Hearings at T65.

5 'See exchange of correspondence on this
subject. Id. Part IT at 1046 A, 1180 Indices to
letters.

5 Id. at 597, 849.

8 Id, at 616-62.

=S, 1791, 91st Cong., 1st Sess. (1969).

*» Senate remarks of Senator Ervin,
Coxe. REc. (dally ed. June 24, 1971))

% See 8. Rep. 92564 for legislative history
(Now pending before the House Post Qffice
and Civil Service Committee with Bouse ver-
stons).

6 1971 Hearings at 782 (complaints read
Into the hearing record by the Chairman).

% SOCIAL SECURITY NUMBER TASK FORCE RE~
porT to the Commissioner 17 (May, 1971).

& Id. at 15.

It is clear that if the SSN became the sin~
gle number around which all or most of an
individual’s interactions with society were
structured, and 1if practices of the sort we
have been discussing were to continue, the
ingividual’s opportunity to contrel the cir-
cumstances under which information about

117
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himself is collected and disclosed would be
greatly circumscribed.

o See BocusLaw, THE NEw UTtoriaNs (1965),
especially the chapter entitled The Power of
Systems and Systems of Power at 181, 186,
190. I would dispute his observation of some
years ago that people in the information-
processing profession “are scientists and en-
gineers—objective experts whose only con-
cern Is technical efficiency and scientifle de-
tachment.” Id. at 198. It is indeed true, how-
ever, that: to the extent that customers (and
this may include government agenciles or pri-
vate industry) abdicate their power preroga-
tives because of ignorance of the details of
system operation, de facio system decisions
are made by equipment manufacturers or
information-processing specialists. Id. at 198,

Implicit in the various issues raised during
the Subcommittee Hearings is the wise ob-
servation of Professor Boguslaw that:

The paramount issues to be raised in con-
nection with the design of our new comput-
erized utopias are not technological—they
are Issues of values and the power through
which these values become translated into
action. Id, at 200.

In this case, I believe it is the constitu-
tional value protected by the First Amend-
ment.

® See note 53 supra. -

o Towne v. Eisner, 245 U.S. 418, 425 (1918).

COMPUTERS AND PRIVACY! A PROPOSAL FOR
SELF-REGULATION

(By Edward J. Grenier, Jr.*)

In framing the Issues in its landmark
Computer Inquiry, the Federal Communica-
tions Commisstion cited the critical impor-
tance of the preservation of information
privacy:

“Privacy, particularly in the area of com-
munlcations, is a well established policy and
objective of the Communications Act. Thus,
any threatened or potential invasion of pri-
vacy is cause for concern by the Commission
and the industry. In the past, the invasion
of Information privacy was rendered difficult
by the scattered and random nature of in-
dividual data. Now the fragmentary nature
of information is becoming a relic of the
past. Data centers and common memory
drums housing competitive sales, inventory
and credit information and untold amounts
of personal information, are becoming com-
mon. This personal and proprietary informa-
tion must remain free from unauthorized
invasion or disclosure, whether at the com-~
puter, .the terminal station, or the inter-
connecting communication link.,”1

Congress, too, has demonstrated an in-
creasing concern with the possible threats
to individual privacy which might result
from the establishment, by the.federal gov=
ernment or by private Industry, of a national
data bank.? In fact Paul Baran of Rand
Corporation, testifying several years ago be-

. fore a congressional subcommittee, stated
that the United States Is unconsciously mov-
ing toward an integrated, nationwide, auto-
mated information system:

“My thesis 1s this: Today we are already
building the bits and pleces of separate au-
tomated information systems in both the
private and government sectors that so
closely follow the pattern to the present in-
tegrated communications structure that a de
facto verslon of the system you are now pon-~
dering is already into the construction phase,
It is In many ways more dangerous thanh
the single data bank now being considered.” 3

Although the threat posed by automated
information systems to the privacy of indi-
viduals 1s perhaps the most dramatic aspect
of the “computer revolution,” another very
important aspect is the possibility of unau-
thorized disclosure of proprietary data. The
“privacy problem” in both of these contexts

Footnotes at end of article,

is most acute where the separate proprietary
data of & large number of businesses or sen-
sitive personal information about thousands
of individuals 1s stored or processed in multi-
programmed, time-sharing data processing
systems and transmitted to and from the
processing and storage units over common
communications lines. In such systems, there

exists at numerous points a high potential

for “information leakage,” including leakage
due to hardware and software failures and
wire taps.+

In addition to examining both of these
aspects of the privacy problem from the point
of view of the computer system operator,
this article proposes the establishment of a
logical legal framework which would serve
the public interest by assuring, first, that

© computer systems which handle sensitive in-

dividual or proprietary data will meet certain
minimum standards established for the pro-
tection of privacy, and, second, that computer
system operators will be able to continue to
operate in a competitive economy unhindered
by either overly restrictive governmental
regulation or the fear of private legal lia-
bility. The anelysis and suggestions herein
set forth are relevant to all types of com-
puter systems which store information or
use computer porgrams belonging to persons
or entities other than the computer system
operator or which collect and store tnforma-
tion about private tndividusals®

The computer industry, which when viewed

in its broadest significance extends from

manufacturers of main frame hardware to
computer service bureaus and computerized
information services, should now cooperate
with the communications industry to adopt
and implement, under the auspices of the
federal government, a comprehensive sys-
tem of self-regulation to ensure the privacy
and security of data. As a corollary of such
a scheme, computer systems complying with
the established standards® should be freed
from. certain types of civil legal liability for
the unauthorized or accidental divulgence of
individual or proprietary information.”

THE PRESENT LEGAL STTUATION: A STUDY

IN UNCERTAINTY

For the purpose of ahalyzing the present
legal controls pertinent to privacy and the
computer, it will be helpful to consider a few
illustrative situations:

“1, Computer service company A operates a
multl-programmed, time-sharing, remote-
access data processing system. It services 25
customers scattered over a wide area, each

" with at least one remote terminal device,

Each of A’s customers stores at least omne
proprietary program and a good deal of data
In A's system. Companies X and Y are com-
petitors and are both customers of A, Let us
suppose that company X has been able to

obtain confidential data belonging to Y at

X’s remote terminal,

“2, Assume the same basic set of facts with

the exception that A has 500 customers, most
of which are very small. .

“3. Company A runs a computerized in-
formation service containing personsal data
about thousands of individuals, Including
credit data, medicel data, employment data,
and educational data. A offers this service to
carefully selected classes of subscribers, each
of whom promises to use the information
for only ecircumscribed and legitimate pur-
poses.t Company A’s subscribers are linked
to its computer system by remote terminal.
Mr. X, a nonsubscriber, manages to tap into
company A’s system and connect an unau-
thorized remote terminal, thereby gathering
information about a number of individuals.
The information so obtalned is used in an
article which he publishes in a national
magazine,

“4. Assume the same facts as in example 3,
except that a programmer-employee of com-
pany A, without authority, extrects infor=-
mation about some individual from the sys-
tem and sells such information to Mr. X.*
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Although the number of possible varia-
tions is almost without limit, these four ex~
amples are sufficient to illustrate some of
the difficulties which computer service com-
panies may face.

From the point of view of the computer
service company, the first two examples pre-
sent issues of contractual or, possibly, tort
liabillty.? The customer whose proprietary
data has been obtained without authority by
some third party might well have a claim
for breach of contract against the computer
service company. However, the results in
such a situation can be guite diverse, If the
computer service company is dealing with
large, sophisticated customers, service con-
tacts are likely to be thorough and well-
defined, specifying with detail the degree of
privacy and security of data promised by the
company and expected by its customer. On

‘the other hand, if the computer service com-

pany’s customers are small and perhaps less
sophisticated, the contract between them
may tend to be of the boller plate variety
and may not contain provisions adequate to
protect the privacy and security of data. But
uncertainty, rather than a complete absence
of protection, is more likely to be the case.1®
Unfortunately, the outcome in any specific
situation will depend upon the prevailing
business practices and governing standards
in the state involved.

Examples 3 and 4 squarely raise the issue
of the extent to which an individual’s “right
of privacy” will be afforded legal protec-
tlon.t Although most privacy cases involv-
ing the disclosure of individual information
are likely to arise as tort actions, situations
could arise in which an individual might
have a claim based upon the law of contract.
For example, assume that a computer service
company enters into a contract with com-
pany X to store perscnal data concerning
some one thousand employees of X and to
furnish the data to X upon request. Assume
further that the contract includes specific
provisions for protecting the privacy of the
Individuals involved. If the computer com-
pany breaches the contract by ellowing in-
formation to fall into the hands of a third
‘person who uses it to the injury of the em-
ployees, the injured employee might seek re-
covery against the computer service com-
pany as a third party beneficiary of the com-
pbuter service contract.?

In most situations, however, an individ-
ual's claim that his privacy had been vio-

-lated would have to be founded upon the

tort of invasion of or interference with pri-
viacy. Although of relatively recent judicial
recognition,’® this tort has developed to the
point where one noted eommentator has
been able to discern the existence of four
separate torts under the rubric ‘“invasion of
privacy”: 14 (1) unreasonable intrusion upon
the seclusion of another or into his private
affalrs;’® (2) appropriation of an individual's
name or likeness;¢ (3) unreasonable public-
1ty given to another’s private life, or public
disclosure of ‘e private fact about an in-
dividual;” and (4) publicity which places
another in a false light in the public eye.1s
" The tort doctrine regarding the protection
of privacy, In its present state of develop-
ment$, quite possibly would not provide a
basis for a finding of lability against the
computer service company in either example
3 or 4, where we have assumed that the
computer company took no deliberate ac-
tlon to injure the plaintiff, However, the law
of privacy has developed in response to the
changing conditions of soclety, and the ad-
vent of the computer age is almost certain to
result in a further judicial expansion of the
doctrine—perhaps with legislative help.® Al-
though four states apparently still reject the
right of privacy in its entirety,® judicial ex-
pansion of the doctrine continues, In Gris-
wold v. Connecticut,” for example, the Su-
preme Court seemed to find, in a context
quite far removed from the fourth amend-
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ment prohibition _against unreasonable
searches and seizures, a constitutionally pro-
tected right of privacy inherent in several
ameildments.*

Of special significance is the recent New
York decision in Nader v. General Motors
Corp.® which extended the Griswold ra-
tionale prohibiting the violation of a con-
stisulional right to privacy to invasions by a
private corporations, not the state. The court
implicitly found that state inaction—the re-
fusal by the state court to entertain a law-
suit alieging a violation by the corporation
of the plaintiff's constitutional right to
privacy—constituted sufficient “state ac-
tion” to invoke the protection of the four-
teenth amendment.* If the holding in Naeder
survives, the implications Ior the computer
industry could be far-reaching.®

‘Fhere can be no doubt that the computer
service industry, dealing as it does with
perssonal data on hundreds or thousands of
individuals, strongly affects the public in-
terest. ® Indeed, against the background of
exaanding computer ‘services the need for a
further extension of the doctrine of right of
privacy has been vigorously asserted.” Thus,
one commentator has recently noted that
“{;}he concept of privacy held by most
courts, considered revolutionary during the
Wuarren-Brandeis era, seems more fitted for
tha 19th century rather than the 20th; a
‘new privacy’ must be formulated to protect
the individual from the technological ad-
vances of the computer age.” ® Another com-
mer.tator recently advanced the thesis that
the tifth amendment prohibition against the
taking of private property by the government
without just compensation, applicable to the
states through the fourteenth amendment,
should be extended to a similar destruction
or diminution of the right of individual
privacy. ® Furthermore, actions by large pub~
"lic corporations which result in a diminution
of an individual's privacy should be regarded
as eguivalent to state action and therefore
subjlect to the payment of *“Just compensa-
tion.’"% The growing tendency to extend the
bounds of privacy protection is thus mani-
fest. 7t If, because of thelr vast informational
storage and ready access capabilities, com~
puters and computer systems become gens
erally regarded =s great potential threats
to the individual’s right of privacy, it would
10t be surprising to find couris holding
computer service companies liable for the
unauthorized disclosure of information about
ar: individual’® Moreover, the court might
go heyond the traditional concept that the
defendant must be guilty of an intentional
or deliberate wrongdoing in order to be held
linkle under an invasion of privacy theory
and hold computer companies liable for neg-
ligently permitting an unsuthorized release
of information. Indeed, if the information 18
sensitive enough and the damage from re=
lease is devastating enough, & court might
he tempted to dispense even with the require~
ment of negligence and simply hoid the com-
puter company absolutely liable for the un-
authorized release’® Whether the computer
company's failure is technological % or hu-
man ¥ should make no difference.

‘I'me law usually has evolved to keep pace
with changing social, political, moral, and
economic circumstances. For those who might
d'smiss as *“mere speculations” the above
theoughts about the possible evolution of
the law of privacy in response to the com=
pater revolution, it would be instructive
to consider a statement by Professor Arthur
Miller during a recent symposium on the
coraputer and privacy:

“The computer is a many-splendored ani-
mai. It is myoplc to think of it as little more
then & high speed calculator with a gland
enndition, It's much more than that. Modern
inTormation transfer technology in time will
presve to be the heart of a new communica-

Footnotes at end of article,
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tions network, a communications netwcrk
that differs from many of the communication
netwcrks that we are familiar with, such as
telephones, telegraph, radio, television and
newsyapers, only in technological and mexiia
terms. Accordingly, the computer must be
dealt with as 8 communications network

“In short, I am suggesting that we «re
dealirg with a problem of immense Import-
ance .... [G]iven the large stakes, we shotild
not think simply in terms of the ethical or
mora: implications of a Natinnal Data Center,
or any other type of a data center. We miist
recognize that we are deallpg with a new
technology, whose applications are just he-
ginning to be perceived and whose capaeity
to deorive us of our privacy simply canrot
be measured in terms of existing systems or
assumr.ptions about the imrautability of the
technology.®

It is apparent that the legal profection
given to the right of privacy is far from static
and may, within the reasonably foresee'. sle
future, undergo marked changes. However,
except Insofar as the changes may be founced
upon federal constitutional doctrines, the
developing principles may vary marke:ily
from. state to state because the basic law
involved will be state, not federal, law.™ ¥For
the computer service company, this could
mean facing different standards of liability
in firty different jurisdictions for the un-
suthorized disclosure of information—an tn«
happy prospect for companies who do a na-
tional or regional business.

At present, there is no body of federal }aw
governing privacy which might “preempt”
state law as applled to computer systems.
After receiving the many detalled end
thourhtful comments In its Computer In-
quiry and the analysis of the responses prap-
ared by the Stanford Rcsearch Institute, as
well ais the Institute’s own recommendaticns,
the FCC has declded thet it must await *he
collection of additional information before
decicing whether to exercise its regulatory
authority in the area of privacy and security
of data during transmisslon and storage.™

Although it did take a significant step In
the privacy area in Title II{ of the Omnibus
Crime Control and Safe Streets Act of 1968,%
Congzress has not acted decisively in this
area. In Title III, Congress (1) outlawed she
interception and dlsclosure of wire or ¢ral
communications, except as specifically wu-
thorized im the statute pursuant to cotirt
order; # (2) amended section 605 of the Ccin-
mun:cations Act of 1934 % to take into ac-
couns the foregoing addition to the federal
eriminal code; ¥ and (3) established a “INa-
tional Commission for the Review of Federal
and State Laws Relating to Wire Tapping
and Electronic Surveillance,” which is to
study the entire wiretappiag and electronic
surveillance situation and make a final report
within seven years.® One interesting featurse
of this act 18 that it glves & civil cause of
actica for damages to “any person whose wire
or oral communlication iz intercepted, dis=
closed, or used in violation of this chap-
ter. . . .+ AlthHough this provision for ctvil
dam:.ges in Title III will provide a new, and
pernaps potent, remedy to the individual
citizen in protecting his privacy, the rem=dy
reach:ies only one aspect of the privacy prob-
lem in data processing, and it certainly does
not ‘n any way preempt the vartous provi-
sions of state law dealing with invasions of
privacy. First, the remedy ls llmited only to
perscns whose wire or oral communications %
are intercepted, disclosed, or otherwise used
in wviolation of the act. Thus, this remady
on its face does not reach the problem of the
unauthorized disclosure of stored informa-
tion about an individual, which s noi “com-
municated” by the individual himself to
someone else® Secondly, it is not entirely
clear whether the act’s sanctions will even
reach the problem of interception of data
bein: transmitted to or from a data besnk,
or the disclosure of such data after in‘ter-
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ception. The term “intercept,” as used in the
act, means the “aural acquisition of the con-
tents of any wire or oral communication
through the use of any electronic, mechan-
ical, or other device.” ¥ Query whether trans-
mitted data is subject to such “aural acquisi-
tion,” at least in the case of data sent over
& specilal digital ecommunications network
wsing time division multiplexing techniques;
query whether courts would reach different
conclusions depending upon the technical
nature of the communications network over
which the data traveled.®

A RATIONAL SOLUTION: SELF-REGULATION BY
THE COMPUTER INDUSTRY UNDER GOVERN~
MENTAL AUSPICES

It is estimated that by the late 1970s, the
traffic volume over the nation’s telephone
network will be about equally divided be-
tween volce and data transmission,® rep-
resenting a far greater use of the telephone
network for data transmission than at pre-
sent. By 1975 more than 60 percent of the
computer hardware used in the United States
will be tied into the public communications
system, and estimates for 1984 have run as
high as 90 percent.®™ Thus, we are on the
verge of an explosion in remote access data
processing, including & great number of
time-sharing, real-time systems. The trends
in the law discussed above 5 may well be ac-
celerated by the quickening pace of tech-
nological progress. .

The choice Iies with the computer indus«
try. It can go along and let events unfold in
an unstructed, haphazard manner and there-
by permit others to fashion for it the basie
svandards and rules governing the eonduct
of its business, or it can itself initiate ra~
tional means to control its own destiny and
at the same time serve the public interest
by assuring privacy and security of data, in
both transmission and storage. In an indus-
try whose whole thrust is to bring rational
order out of the potential chaos unleashed
by the Information explosion, the choice
ssems clear. Working from the foundations
already laid, the computer industry should
pull together, develop, and then enforce
standards of construction and operation for
computer systems which process data of such
a nature that privacy or security are neces~
sitated.

Before detailing the mechanics of this pro-
posal it would be well to polnt out what is
r.ot being proposed. The regulation contem-
plated would not deal with such matters as
the rates or prices to he charged by com-
puter service compeanies, the rate of return
they should earn, the terms and conditions
of their sales to their customers, or other
raatters relating to traditional ecehomic ot
rate regulation.’® Rather, the industry, under
federal governmental auspices, would de-
velop standards to assure that computer sys-
tems will Incorporate a reasonable degree of
privacy protection and will be operated to
achieve the desired degree of privacy and
security of data necessary in any given cir-
cumstances.’s

Any program of self-regulation should in-
clude at least the following features:

1. The program should be specifically au-
thorized and established by federal statute,
8 prerequisite which would avoid the anti-
trust problems that inevitably arise where
competitors or potential competitors associ-
ate to formulate industry standards.s Indeed,
the statute should grant a specific antitrust
exémption for activities within its scope.

2. Because the program is one of self-
regulation, some statutory mechanism
should be established to permit govern-
mental administrative review of regulatory
standards, upon the complaint of interested
persons, before they become effective. Such
5 mechanism would provide customers and
potential customers of the computer service
industry, as well as private individuals, with
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an opportunity to.express thelr views on pro-
posed standards.®

3. An organization composed of representa-
tives of the computer industry should be
established to promulgate and enforce the
desired standards. Such an agency should be
specifically recoghized and granted authori-
tative powers by federal statute, and its de-
cisions in promulgating standards and in
supervising the operations of the computer
service industry should be final, though sub-
Ject to specific types ©of review by an appro-
-priate government administrative agency ™
and, ultimately, limited judicial review.5

4. The industry agency charged with prom-
ulgation and enforcement should have the
power of perlodic Inspection to assure com-
pliance with standards regarding the privacy
and security of data.

B. The agency should have speclfic power
at least to comciliate disputes between wus-
‘tomers antd computer service companies ahd
between individual -eitizens and computer
service .companies, arising from, or related
to, the standards formulated by the Industry
agency.® Perhaps such conciliation can be
made & condition precedent to the bringing
of any lawsuit involving the standards or
application of the standards.m

6. ‘The Andusiry agency should under
gutidelines set forth In the federal statute,

establish a lHeensing or certification system -

for computer systems which will handle in-

formation about individusl citizens or pro- -

prietary data belonging to persons or come-
panies other than the computer system op-
erator. Before any such computer system is
permitted to commence operation, it should
be required to obiain & license certifying
that the tmdustry standards for the protec-
tion of privacy snd security of data have
been met. Such standards should cover not
only the technical aspects of the computer
system, but also the qunalifications of key
personnel having access to the system. In
connection with the llcensing procedure, the
applicant should be required to show that
it has developed, and will use, appropriate
procedures to comply with the standards
and to assure that its key employees comply
with the industry's code of conduct. As noted
above, after initial licensing the industry’s
agency should have continuing Inspection
powers 1o assure that the licensee complies
with industry standards. Agaln, both In con-
nection with initial licensing and any sub-
sequent industry proceeding brought to en-
force oompliance with standards, there
should -be review by the concerned govern-

mental agency and, ultimately, limited ju- .

dicial review. In the event of proposed major
alterations in the system, a system licensee
should be required to go through a new li«
censing procedure.

7. The Industry agency should have power
to promulgate and enforce a code of conduct
for programmers and other key personnel
working with computer system to which in-
dustry standards apply. Banctions would be
imposed upon individuals violating the code
of conduct, subject, of course, to adminis-
trative review by a government sgency and,
ultimately, limited judicial review. Such
sanctions might include the imposition of
fines, with the maximum fized by. statute,
suspension from employment, and, in the
case of the most flagrant violations, even
complete expulsion from the computer serv«
ice industry

8. The federal authorizing statute should
speclfically provide that industry standards
will be recognized .and given full force and
effect in. all judicial proceedings, both state
and federal. In fact, the statute should pro-
vide that, in the absence of an express
agreement to the contrary between a com-
puter service company and its customer,
the company will not be liable for any loss
or destruction of data, or “leakage” of data
to unauthorized persons, if the company’s
computer system has been- duly licensed
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and certified to be In compliance with the in-
dustry assoclation’s standards, and if in fact
the system was in compliance with such
standards at the time of the loss, destruc-
tion, or unauthorized disclosure. This same
exemption from liability should apply, in
the case of a clalm against the computer
service company by an individual on aec-
count of unauthorized disclosure of data
about such individual.st

The preceding framework is necessarily a
very broad-brush treatment of a highy com-
plex subject. However, If the idea of self-
regulation is accepted and adopted by the
computer Industry, the foregoing guidelines
can be a point of departure in constructing
the system. What is needed 1s a broad con-
sensus within the industry as to the route to
be followed, which can then be translated
Imto concrete legislation and & detalled plan
of operation.

‘On the techmical side, considerable effort
over the past few years has been devoted
to developing and improving hardware and
software technigues for assuring privacy

amd security of date during both transmis-

sion and storsge.? In addition, many of the
comments filed in the FCC’s Computer In-
quiry described various techniques used to
assure privacy in remote acoess data proc-
essing applications® Thus there is a readily
available body of recorded experience and
thoughtful comment mpon whick the stand-
anrds makers oouwld draw in beginning their
comaplex task.

One aspect of the foregoing proposal for
self-regulation must be given special atten-
tion. In the case of remote access data pro-
cessing the eommimications links between
the remote terminals and the computers
must be considered a part .of the computer
“system” to be licensed or cvertifled if there
is to be really effective privacy protection.
Yet, In virtually all instenoceg, the communi-
cations 1links will be furnished by common
carriers not related to the oomputber service
company seeking the license or vertification s«
Thus neither the computer company nor the
Industry agency proposed above will have
control over the degree of privacy protection
afforded by a very important link in the com-
puter “system” to be Hcensed or certifled.

The solution to this problem does not rest
in making the communlications common car-
riers subject o regulation by the industry
agency proposed imn this article. Any reg-
ulatory scheme which subjects & company to
regulation directly by its customers must be
viewed with at least a healthy skepticism.
Thus the communications common carriers
should not be subject to regulation by the
computer industry agency insofar as these
carriers provide communications service in
connection with remote access data process-
ing.® Moreover, any such attempted reg-
ulation of the communications activities of
the communications common carriers by the
computer industry agency might well conflict
with existing regulation by the FCC on the
national level and by public service come-
missions on the state level.

Rather, the solution to the problem would
appear to lie in a well-organized system of
cooperation between the communications
carriers and the computer industry agency,
with regulatory assistance from the FCC as
required. There should be a continuing for-
malized liaison between the communications
carrlers and the computer indusiry agency,
perhaps in the form of one or more repre-
sentatives of the communications industry
working full time in the liaison activity.
Such lialson could function effectively in at
least two types of situations: (1) when the
industry association is formulating privacy
protection standards, it should consult close-
ly with the communications industry to
assure that tariffed offerings affording. the
desired degrees of privacy protection in vari-
ous situations will be avallable to the com-
puter service indusiry; (2) if communica-
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tions preoblems arise in connection with any
parifcular lcensing proceeding under the
above proposal, the suggested liaison could
help to resolve the problem, possibly through
inducing the carrier involved to make a new
tariff offering or to amend an existing teriff
offering.

Of course, if the lialson activity should fail
to resolve any really significant problem,
recourse could be had to the FCC ar the
appropriate state public service commission.
To ensure that the FCC will be able to act
effectively and expeditiously, the federal
statute authorizing the system of industry
self-regulation should expressly give the FCC
whetever additional power that may be nec-
essary.®

There 1s presently one highly successful
example of industry self-regulation under
federal governmental supervision. For some
thirty years, the National Assoclation of
Security Dealers [NASD] heas created and
enforced a thorough program of self-regula-
tion for the securities industry, including
member broker-dealer firms and individual

representatives, Its principal ac-
tlvlties include the administratlon ©f exam~
inations to assure the gualifications of em-
ployees in the securliies industry, the
promulgation and enforcement .of rules of
conduct and falr practice for the securitles
industry, and the adjustment -of grievances
hetween members and beitweoen members
and the public® One of the most effective
tools in WASD's program of self-regulation
1s tts power to examine the books and rec-
ords of member firms to -ensure compliance
with NASD rules as well a3 certain federal
regulations. This is equivelent to the in-
spection program proposed above for the
computer industry. In addition, NASD oper-
ates & program of voluntary earbitration,
both for disputes among its members and for
disputes between the public and its mem-
bers. In the case of disputes of the latter
variety, the arbitration panel <ousists of
three members of the public and two rep-
resentatives from the securities business. In
& member versus member contest, the panel
consistas of from three to five representatives
from securlties industry.

Although there are obvious differences be-

‘tween the securities Industry and its prob-

lems and the computer industry and its
problems, NASD constitutes .a valid preve-
dent for the type of self-regulatory indus-
try agency proposed herein. By adopting a
NASD-type approach, the computer indus-
try can assure the creation of & rational and
orderly legal framework for resolving the
incressingly pressing problem of privacy in
the context of the computer revolution and,
at the same time, assure that regulation will
be in the hands of persons thoroughly cog-
nizant of the complextties of the situation
and the need for protectlon of indlvidual
rights and proprietary interests in data and
programs—all to the benefit of the public
interest.
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Warren & Brandeis, The Right to Privacy, 4
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212 N.C. 780, 195 S.E. 55 (1938) (photograph
of an actress used in a bread advertisement).

v See, e.d., Brents v. Morgan, 221 Ky. 765,
299 S.W. 967 (1927) (sign in garage window
stating that the plaintiff’s account with the
garage has been unpaid for a long time).

1= See, e.¢., Peay v. Curtis Publishing Co.,
78 F. Supp. 305 (D.D.C, 1948) (newspaper
article on the alleged practices of Washing-
ton cab drivers in cheating the public on
fares, making use of the.plaintifi’s photo-
graph to illustrate the article).

» For example, Congress is now consider-
ing legisiation which would regulate the ac-
tivities of credit hureaus and credit investi-
gating agencles, a fleld in which the com-
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puter has been playing an ever-increasing
rolé. S. 823, 91st Cong., 1lst Sess. (1963);
H.R. 7874, 91st Cong., 1st Sess. (1969); B.R.
9150, 91st Cong., 1st Sess. (1969); HL.R. 9£88,
91st Cong., 1st Sess. (1969). The Senate
passed S. 823 on Nov. 6, 1968, 115 CoNcG. REc.
13,905-11 (dally ed. Nov. 8, 1989) and re-
ported it to the House Commliitee on Bank-
ing and Currency on Nov. 12, 1969. Hearlngs
have been held this spring before the House
Committee.

2 These states are Nebraska, Rhode Island,
Texas, and Wisconsin. RESTATEMENT (S8:uc-
OND) OF ToRTS, ch. 284, at 100 (Tent. Draft
No. 13, 1967).

2 381 U.S. 479 (19485).

= See also Tehan v. Shott, 382 U.S. 408
(1966), where the Court pointed out that the
fitth amendment guarantes against sclf-
inerimination is really in part an extension of
an individual’s right to privacy and “our
respect for the inviolability of the human
personality and of the right of each Indi-
vidual ‘to a private enclave where he may
lead a private life” ™ Id. at 414 n. 12.

= 57 Mise, 2d 301, 202 N.Y.S. 24 514 (Sup.
Ct. 1968), af’d 208 N.Y.8, 2d 137 (App. Div.
1969).

% Id, at 305, 202 N.Y.S. 2d at 513,

= The Appellate Division, in afirming the
trial court's refusal to discuss the case, held
that it need not pass upon the constitutional
grounds advanced by the trlal court, 298
N.Y.S. 2d at 141. We shall have to awalt fur-
ther litigation to test the implications of
Nader.

% See generally A. WESTIN, PRIVACY AND
FREEnoM (1967); Gellagher Hearings, supra
note 2: Pipe, Privacy; Establishing Restric-
tions on Government Inguiry, 18 AM. UL,
REv. 516 (1969); Note, Credit Investigations
and the Right to Privacy; Quesi for &
Remedy, 57 Geo. L.J. 608 (1969); Research
Project—Computerization of Government
Piles, What Impect on the Individual? 15
U.C1.AL. REv. 1371, 1876 (1968) (foreword
by Mr. Justice Douglas) .

#1 Note, Credit Investigations and the Right
to Privacy: Quest for a Remedy, 57 Geo. L.J,
509 (1969).

# Id. at 532.

2 Comment, Privacy, Property, Public Use,
and Just Compensation, 41 S, CaL. L. Ruv.
902, 909 (1968).

» I4. at 913. The suthor’s main poini is
made in the following statements:

“It can be argued that all large public
corporations, such as Timse, Inc., whose ac~
tivity has as great a socletal impact as does
most governmental action, should be subject
to the same constitutional limitations as i9
the government, Their activity should be
labelled ‘public,’ rather than ‘private, in
contradistinction to an individual’s acuiv=
ity. . . . In short, most corporations are. at
least in part, fulfillling interests of the state,
and no longer fulfilling the traditional justi-
fications of private property. In these in-
stances they ought to be subject to the same
constitutional lmitations as are imposed
that private property cannot be taken for a
public use without payment of just compen-
sation.” Id. at 913-14.

And, ss noted, the author would equate
the “right of privacy” to “private property”
and would require the pasyment of just com-
pensation for any action which results in a
destruction or diminution of an individual’s
right of privacy.

% The American Law Institute, In a terta-
tive draft of s portion of a new Restatement
of Torts, commented that new forms of the
tort of invasion of privacy In addition to the
four basic types already generally recognized
by the courts may emerge, especially in light
of recent decisions by the United States Su-
preme Court. RESTATEMENT (SECOND) OF
TorTS § 6524, comment ¢ (Tent. Draft No. 13,
1987;. See also Westin, Science, Privacy, and
Freedom: Issues and Proposals for the 1970’s,
Pt, 11: Balancing the Conflicting Demands of

»
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Privacy, Disclosure, and Surveillance, 66
CorLum. L, REv, 1205, 1232 (1966).

81 This might prove true whether the com-
panies are service bureaus, Information serv-
ices, or some other type of computer service
company.

@ Early manifestations of the theory of
sirict liability are shown in Huthringer v.
Moore, 31 Cal. 2d 489, 190 P.2d 1 (1948); Ball
v. Nye, 99 Mass. 582 (1863) (percolation of
filthy water); Cahill v. Eastman, 18 Minn,
324 (1872) (underground water tunnel). For
an example of statutory extension of this
principle, see the relevant potrtions of the
Federal Safety Appliance Act, 45 U.S.C.
§§ 1-60 (1964).

% See, for example, situations 1, 2, and 3,
text at 497.
98% See, for example, situation 4, text at 497~

® Symposium: Computers, Data Banks,
and Individual Privacy, 58 MinN. L. Rev. 211,
225-27 (1967). The growing concern over pro-
tecting privacy in our era of technological
explosion is evidenced by the fact that most
of the May-June 1969 issue of THINK, the
very informative magezine published by IBM,
is devoted to & speclal report on privacy. The
articles include Miller, Psychological Test-
ing: Can We Minimize the Perils?, THINK,
May-June 1969, at 24; Ruggles, How a Data
Bank Might Operate, id. at 22; Westin, Life,
Liberty, and the Pursuit of Privacy, id. at 12;
Westin, New Lines Will Protect Your Privacy,
id. at 27, Professor Westin's concluding re-
marks in his first article are especlally il-
luminating: “American Soclety now seems
ready to face the impact of science on pri-
vacy. Fallure to do so would be to leave the
foundations of our free soclely in peril.”
Westin, Life, Liberty, and the Pursuit of Pri-
vacy, id. at 21. In his second article, Pro-
fessor Westin points out that many orga-
nizers of private data banks, in growing rec-
cgnition of the privacy problem presented
by the computer revolution, are establishing
administrative eontrols to assure the protec-
tion of privacy. Westin, New Laws Will Pro-
tect Your Privacy, id. at 31. * .

37 See Erie R.R. v. Tompkins, 304 U.S. 64
(1938), which lald to rest the notion that
there is any generally applicable federal
common law to be applled by the federal
courts in considering “general” lssues in di-
versity cases. For a more thorough discus-
sion of the Erie line of cases, see 1 A. J.
MOoORE, FepERAL PrRACTICE {0.318 (24 ed.
1965); Friendly, In Praise of Erie—And of
the New Federal Common Law, 39 N.Y.UL.
Rev. 383 (1964).

% Computer Inquiry, Report and Further
Notice of Inguiry, 17 F.C.C. 2d 587, 582, 16
P & F Rapio Rec. 2d 1505, 1510 (1969); Coni-
puter Inquiry, Notice of Proposed Rule Mak-
ing and Tentative Decision, 18 P & F RADIO
REec. 2d 1713, 1718 (1970) .. The regulatory au-
thority of the FCC in this area may, of course,
be limited in the absence of additional legis-
lation.

# 18 U.S.C. §§ 2610-20 (Supp. IV, 1869).

# Id. §§ 2611, 2615--19.

4 470.8.C. § 6056 (Supp. IV, 1969).

@ § 803, 82 Stat. 212, 223 (1968) (reprinted
in full following 18 U.S.C. § 2510 (Supp. IV,
1969)).

4§ 804, Stat. 212 223-25 (1968) (reprinted
in full following 18 U.S.C. § 2510 (Supp. IV,
1969)).

418 U.8.C. § 2520 (Supp. 1V, 1969).

5 Ag used in the statute, “wire communi-
cation” means:
any communication made in whole or in part
through the use of facilities for the trans-
mission of communications by the aid of
wire, cable, or other like connection between
the point of origin and the point of reception
furnished or operated by any person engaged
as a common carrier in providing or operat-
ing such facilities for the transmission of
interstate or foreign communications. Id. §
2510(1).
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An “oral communication” means: ‘“any

oral communication uttered by a person ex-
hibiting an expectation that such comnmuni-
cation is not subject to interception under
- gircumstances justifying such expectation.”
Id. § 25610(2).
# See Miller 1201,
4718 U.S.C. § 25610(4) (Supp. IV, 1969) (em-
phasis added) . It remains to be seenr how the
definition will be interpreted. The legislative
history of the Act'shows clearly that Congress
was preoccupied with the interception of
voice communications, whether by wiretap-
" ping or other electronic devices. See S. Rep,
No. 1097, 90th Cong., 2d Sess. 217-218 (1968).
The few cases that have cited Title III of the
Act have all been criminal cases or civil antl-
trust cases closely related to criminal cases
and have all dealt with voice communica-
tions. See, e.g., Alderman v, United States,
394 U.S. 165, 1756 & nn. 8-9 (1969); United
States v, McCarthy, 292 ¥, Supp. 937, 943
(S.D.N.Y. 1968); Philadelphia Housing Au-
thority v. American Radiator & Standard
Sanitary Corp., 201 F. Supp. 247, 249-50 (E.D.
Pa. 1968); United States v. Schipani, 289 F.
Supp. 43, 60 (E.D.N.Y. 1968); United States v.
American Radiator & Standard Sanitary
Corp., 288 F. Supp. 701, 708-07 (W.D., Pa.
1968).

4 For example, the courts might arguably

distinguished between interception of data

transmitted by the regular analog telephone
network and that carried over a spectal dig-
ital network. See generally Miller 1206.

* See Chaney, Data Transmission Basics,
CoMMUNICATIONS, Mar. 1969, at 27; cf. Irwin,
Computers and Communications: The Eco-
nomics of Inlterdependence, 34 Law & Con-
TEMP. PROB. 360, 361 (1969).

o Note, Computer Services and the Fed-
eral Regulation of Communications, 116 U.
Pa. L. Rev. 328 (1967).

5t See notes 13-17 supre and accompanying
text, ’

s2The respondents to the FCC’s Computer
Inquiry, including the Department of Jus-
tice, generally agreed that the computer serve-
ice industry should be permitted to develop
In the free competitive economy, and not as
& regulated utility. See L. KrAUSE, Analysis
of Policy Issues in the Responses to the FCC
Computer Inquiry, STANFORD RESEARCH IN=
STITUTE, REPORT No, 7379B-2, at 22-26 (1969).
The author agrees. For a thorough discus-
sion of the issues involved, see S. MATHISON
& P. WALKER, COMPUTERS AND TELECOMMUNI=
CATIONS: IssUuEsS IN' PueLic Poricy 16-19
(1970). The FCC as of this time, agrees. See
Computer Inquiry, Tentative Decislon, 1718~
22.

5 These standards should be defined to the
preatest extent possible. )

54 For a discussion of the limitation 1m-
posed by the federal santitrust laws on
schemes of self-regulation within an indus-
try, see Silver v. New York Stock Exthange,
373 U.S. 341 (1963), where the Court caii-
tioned that such schemes will be closely
scrutinized because of thelr potential éffect
on competition within the industry. See gen-
erally &. Lams & S. KITTELLE, TRADE ASSOCIA~
TION LAW AND PRACTICE §§ 11.1-9 (1956);
Baum, Self-Regulation and Antitrust: Sup-
pression of Decepiive Advertising by the
Publishing Media, 12 SyracusE L. Rev. 289
(1961} ; Rockefeller, Industry, Efforts at Self-
reguletion, 10 ANTITRUST BULL. 655 (1965);
Developments in the Law——Deceptive Ad-
vertising, 80 Harv., L., Rev. 1005, 1159-63
(1967).

55 Such & procedure would afford roughly
the same right to comment as is now granted
by section 4 of the Administrative Procedure
Act, 5 U.B.C. §553 (Supp. IV, 1869), which
provides for the fillng of written comments,
after appropriete notice, in the case of ad-
ministrative agency ruie meking. °

5 The author has deliberately refrained at
this time from suggesting what government
agency should undertake this function, The
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FCC, with its broad expertise in the com-
munications field, might be the most logical
candidate. Perheps a new agency under the
Department of Commerce might best do the
Job. In any event, the Congress, in selecting
or creating the agency to do the job, should
take meticulous care to assure that the
agency ahd the whole regulatory scheme will
work in tandem with a well defined natlonal
communications policy, as well as in furthér-
ance of national policy in the privacy area,
See generally Miller 1236-39, .

57 Cf. Bilver v. New York Stock Exchange,
373 U.S. 341 (1983), where the Court utilized
the federal antitrust laws as a, basls for its
review of the procedural Integrity of a system
of Industrial self-regulation. .

1t may be sappropriate fo provide for
binding arbitration of such disputes instead
of merely concillation. This would be feasible,
however, only if the industry agency were a
truly independent authority and had such
status and reputation for objectivity that
nonmembers of the computer service indus-
try would regard it as a falr tribunal. -

% See generally W. GELLHORN & C. BYSE,
ADMINISTRATIVE LAw 649-51 (4th ed. 1960).
For o discussion of the utility of the concilia-
tlon process in an analogous context, see
1968 Duke L.J. 1000 {conciliation procedure
in an Equal Employment Opportunity Com-
mission proceeding).

¢ Theft of a computer program might be
ground for such expulsion. In at least one
case, & court has held that computer pro-
grams are ‘“property” subject to ‘theft”
under state law, and an employee of a com-
puter company who stole such programs was
gullty of felony theft. Hancock v. State, 402
'W.2d 906 (Tex. Crim. App. 1966).

® To reiterate, there should be no statutory
exemption from liability In the case of vol-
untary and deliberate acts by the computer
service company including companies offer-
Ing computerlzed information services. At
least as this author now envisions the pro-
posed industry association, it would not deal
with criteria for the voluntary release of in-
formatlon to “interested persons,” govern-
ment agencies, or other individuals, groups,
or organizations. It may well be that, as the
system develops and considerable experiencs
i1s gained with the arrangement proposed In
this article, 1t will eventually be appropriate
for the Industry association to promulgate
standards governing the voluntary disclosure
of information. Of course, to be really ef-
fective, especially against the federal govern«
ment itself, the assoclation should have spe-
cific federal statutory authority to promul-
gate and enforce such standards, and the
statute should expressly make them appli-
cable to government agencles.

3 For example, three excellent papers sum-
marizing some of the problems involved in
achleving privacy and security of data in
multi-programmed computer systems were
presented at the 1967 Spring Joint Computer
Conference. PROCEEDINGS, SPRING JOINT COM-
PUTER CONFERENCE 279-90 (1967). The indi-
vidual articles were Peters, Security Consid-
erations in a Multi-Programmed Computer
System, id. at 283; Ware, Security and Pri-
vacy in Computer Systems, id. at 279; Ware,
Security and Privacy: Similarities and Differ-
ences, id. at 287. The terms “security” and
“privacy” are used in special senses in those
papers, 83 sumnarized by Willls Ware in the
last-cited paper: “For the purposes of this
paper we will use the term ‘security’ when
speakirig about computer systems which
handle classified defense information which
nonetheless must be protected because it is
in some respect sensitive.” Id. The term “se-
curity” has been used in a broader sense
throughout this article.

% See, e.g., Response of Unlted States De-
partment of Justice (Mar. 5, 1968), filed in
Computer Inquiry, FCC Docket No. 16,979,

¢ See Irwin, suprea note 49, at 360-61
(1969); Miller 1099-1103.

‘ Approved For Release 2006/10/20 : CIA-RDP76M00527R000700140093-6

S 16267

si However, if the carrlers utilize separate
subsidiaries to engage in computer service op-
erations which would be subject to-regula-
tlon by the industry assoclation if performed
by computer companies not related to com-
munications common carriers, such carriers
or their computer service subsidiaries should
be subject to industry regulation in the pri-
vacy ares.

% Even if the FCC might be able to act pur-
suant to its existing general powers under the
Communications Act of 1934, 47 U.S.C. §§ 151~
609 (1964), there may be considerable ad-
ventage in spelling out the FCC’s jurisdiction
in this situation and perhaps providing for
special streamlined procedures.

If the FCC is to become involved in o signif.
lcant way in this situation, perheps it should
be the agency to review actions of the com-
puter industry agency although Congress
might wish to consider other alternatives be-
fore determining whether to glve such juris-
diction to the FCC. See note 56 supra and ac-
companying text.

¢7 This description of the NASD and its ac~
tivitles 1s taken from the 1968 NASD Presi-
dent’s Report. 1368 NASD ANN, PRESIDENT'S
REP, Of interest to the computer Industry in
formulating its system of self-regulation
might be the NASD’s statement of purposes:

(1) To promote . .. the investment .. .and
securities business, to standardize its prineci-
ples and practices, to promote . . , high stand-
ards of commercial honor, and to . . . pro=-
mote among members observance of Federal
and State securities laws;

(2) To provide a medium through which
its: membership may . . . consult, and co=
operate with governmental and other agen-
cles in the solution of problems affecting in-

vestors, the public, and [this business] . . .;
(3) To adopt . , . and enforce rules of fair
practice [in the securities business] ... and

In general to promote just and equitable
principles of {rade for the protection of ine
vestors; ’

(4) To promote self-discipline among meme
bers, and to investigate and adjust grieva
ances between the public and members . . .,
CCH NASD ManNuarL { 1003.

With some slight change In terminology,
many of these statements might be substan«
tially adopted by the computer industry.

ANNOUNCEMENT OF HEARINGS ON
S. 6, EDUCATION FOR ALL HANDI-
CAPPED CHILDREN

Mr. RANDOLPH. Mr. President, as
chairman of the Senate Subcommittee
on the Handicapped, I announce that our
subcommittee will conduct hearings on
8. 6, a bill for the education of all handi-
capped children. The hearing will be held
on Monday, June 17, 1974, at 9 a.m. in
room 4232, Dirksen Senate Office Build-
Ing. Persons wishing to present state-
ments should contact Mrs. Patria For-
sythe, professional staff member, or Miss
Anne Hocutt, research assistant, Sub-
committee on the Handicapped, at 202—
225-9075.

NOTICE OF HEARING ON RURAL EN-
VIRONMENTAL ASSISTANCE PRO-
GRAM AND RURAL ENVIRONMEN-
TAL CONSERVATION PROGRAM

Mr. HUDDLESTON. Mr, President, the

L maEE

Subcommittee on Agricultural Produc- .

tion, Marketing,
Prices of the Committee on Agriculture
and Forestry will hold & hearing Thurs-

and Stabilization of

day, June 20, on Implementation of the |
rural environmental assistance pro=:

gram—REAP, and the rural environmen-
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tal conservation program-—RECP, begin-
ning at 10 a.m. in room 324, Russell Office
Building. The subcommittee will review
the operations of the Soil Conservation
Service to determine the reasons for re-
ports of inadequate technical assistance
being given our farmers. Anyone wishing
to testify should contact the committee
clerk as soon as possible.

NOTICE OF HEARING ON
NOMINATIONS

Mr. ROBERT C. BYRD. Mr. President,
on behalf of the Committee on the Judi-
ciary, I desire to give notice that a public
hearing has been scheduled for Wednes-
day, June 19, 1974, at 9:30 a.m,, in room
2228, Dirksen Senate Office Building, on
the following nominations:

‘william H. Orrick, Jr., of California, to be
U.3. district judge, northern district of Call=
fornia, vice Willlam 'T. Sweigert, retired

Henry F. Werker, of New York, to be Us.
district judge, southern district of New York,
vice Sylvester J. Ryan, retired

At the indicated time and place per-
sons interested in the hearing may make
such representations as may be pertinent.

The subcommittee consists of the Sen-
ator from Mississippi (Mr. EASTLAND)
chairman; the Senator from Arkansas
(Mr. McCLELLAR), and the Senator from
Nebraska (Mr. HRUSKA) .

NOTICE OF HEARING ON PRESI-
DENT'S NOMINATION OF DR. JOHN
C. SAWHILL TO BE ADMINISTRA~
TOR OF FEA

Mr. JACKSON. Mr. President, a second
day of hearings on the President’s nomi-
nation of Dr. John C. Sawhill to be the
Administrator of the Federal Energy Ad-
ministration has been scheduled for
Wednesday, June 12, at 2 p.m.

The purpose of this second day of hear-
irgs on this important position is to per-
mih Members who were unable to be
present at the hearings on Friday, June
7, to appear and propound questions to
Mr. Sawhill. -

Jurther information concerning the
location of the hearings will be available
tornorrow morning at the office of the
Senate Committee on Interior and In-
sular Affairs.

NOTICE OF HEARINGS ON RADIA-
TION HEALTH AND SAFETY ACT
OF 1973

“r. KENNEDY. Mr, President, I want
ot take this opportunity to announce
Senate Health Subcommittee hearings
on S. 667, the Radiation Health and
Safety Act of 1973, which will be chaired
by my good friend and colieague, Senator
JENNINGS. RANDOLPH. These hearings will
be conducted on June 19, 1974, and will
begin at 10 a.m. Persons interested in
testifying should contact Mr. Richard
Grundy at 225-9894.

ADDITIONAL STATEMENTS

SENATOR CURTIS CALLS FOR FAIR-
NESS IN THE CONSIDERATION OF
CHARGES AGAINST PRESIDENT

Mr. HELMS. Mr. President, this past
Sunday the distinguished Senator from.
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Nebraska (Mr. CurTis) addressed a meet-
ing in Washington of the National Citi-
zews’ Committee for Fairness to the
Presidency. -

In his customary forthright fashion,
Senator CUrTIs gave his analysis of the
existing situation concerning charges
leveled at the President of the United
States by the major news media, varicus
committees of the Congress, and others.

Senator Curtis calls for fairness, Mr.
President, and I think all Senators, re-
gardless of political affiliation, will bhe
interested In the eloguent remarks by
our distinguished colleague. ’ .

Therefore, Mr.. President, I ask unani-
mous consent that the text of Senator
Curtis’ address be printed in the
RECORD.

There being no objection, the address
was ordered to be printed in the REcorp,
as follows:

SPEECH OF SENATOR CaARL T. CURTIS

Mr. Chalrman, distinguished guests: My
heart swells with gratitude for the dedicated
work of the Committee created to defend
the Presidency of the United States. I am
grateful for their work and the like work of
all others. I belleve that they are fighting the
cause not only of our country but of free
men everywhere. To you, Rabbl Korff, I say
thank you very much. Americans will always
be grateful for what you are doing.

We have a tough fight on our hands but
in my opinion, the “get Nixon crowd” in-
cluding those who continue to conduct &
trial by press are in.for a big surprise. They
are losing their case. As I travel up and down
this country, I am convinced that the vast
majority of the people who do the work of
the country, who pay its taxes and who fight
its wars, are with the President of the United
States, Richard M. Nixon.

We are, however, in an all-out fight., We
are cpposing a loud and determined group.
They are a powerful group and they bave
at their command tremendous propaganda
weapons. We must take our message to the
people.

The American people need to be reminded
that they have a President who wants to get
on with the business of strengthening the
country. He wants to restore financial sanity
to the Federal Government. He wants to curb
inflation. And these things, I submit, are
vital to the very survival of our nation. We
will fail to do them at our peril.

The people of the entire free world look
upon President Nixon as their leader. They
do so with good cause. President Nizon 18
the world’s foremost and most successful
peacemaker.

I cannot forget that when Mr. Nizxon was
sworn in as Presldent our casualties In Viet-
nam were running as high as 300 a week.
They were gradually reduced and fpsally
brought to zero. Our combat troops have
been removed from Vietnam, prisoners of
war have been brought home, and young
men are no longer drafted into the Army.

Neither can I forget the cruel criticism,
the unfounded charges, the shameful accu-
sations that were heaped on President Nixon
throughout the months that he was doing
so much for our country to end the war
which he didn’t start. There were marches
upon Washington and his critics missed no
opportunity to hinder and thwart his ac-
tlons.

Let us consider the Middle East. This 15 an
area of the world which has been torn by
war and strife for a long time now. The feel-
ings and bitterness run very deep, yet it is all
changing now. The fighting has stopped.
There has been a withdrawal of troops. The
killing has ended. There has beeén an ex-
change of prisoners of war and the parties
are proceeding to negotiate a peace.

v
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Oh, yes, we will forever be grateful for the
skill, the dedication and the tenacity of our
Secretary of State, Dr. Henry Kissinger. A
Secretary of State can only accomplish those
things which are in the plan of the President
who appoints him and directs him. The
power and the might of a country are es-
sential weapons in all diplomatic dealings.
In the United States there is only one person
who speaks In matters of foreign affairs and
who is Commander in Chief of our armed
forces. That man 1s the President of the
United States. Because we have a strong and
wise President, and a President who has
dedicated his life toward a generation of
peace, 1t has been possible for this country
of ours to benefit from the skill and talents
of a great Secretary of State.

Most of us know of the joy that has come
to the mothers, wives, fathers and children of
the American servicemen when wars have
ended for us. No doubt greater joy has come
tn the peoples on all sides in the Middle East
now that they are experiencing peace and a
justified hope that it will become permanent.

I have served in Congress throughout
Wworld War II, the Korean War, and the
Vietham War, and I am nof going to turn
my back on Richard Nixon, the peacemaker.

Few people can appreciate the burdens
on the President of the United States. Every
Congressman and every Senator must dele-
gate matters to his staff that he would like
to do himself. Our responsibilities and the
slze of our constituencies are such a small
fraction of those of the President. There are
always tremendous burdens falling on the
President in reference to domestic matters.

1972 was a momentous year in President
Nixon’'s accomplishments in world affairs.
The Vietnam War was belng wound down,
leading to its total halt. This called for
courageous and soul-searching declsions as
to bombing and other actions. The Presi-
dent’s visits to Mainland China and to the
Sioviet Unlon were handled by him with
great expertise.

His 1972 campaign had to be managed
by others. I am convinced that President
Nixon not only was not involved but never
condoned any wrongdoing and that the real
facts were withheld from him far too long.

Most citizens are aware that the President
of the United States has been ruthlessly sub-
jected to & trial by press, that the American
principle of presumption of innocence and
{hat testimony should be taken under oath
and subject to rigld cross-examination, have
not been followed. What about the principle
that an accused person must be found guilty
beyond a reasonable doubt?

Congressional committees have been used
1o advance the publicity of aspiring politi-
ctans. These committees have provided
forums for the spreading of hearsay and
ansubstantiated charges. .

A grand jury in Washington has been at
-work, the makeup of which can hardly be
described as-a cross-section of our country.
'The very atmosphere in Washington is not
conducive to a fair trial.

A speclal prosecutor has worked with &
staff selected by his predecessor. I think I
am gquite charitable when I say that Archil-
‘bald Cox is not noted for being non-partisan
nor for being objective.

During the 1960 Presidential campaign, Mr.
Cox was described as the “informal dean of
the Kennedy Brain Trust.” In 1973 he pro-
péeded to assemble a prosecutor’s staff with-
put any political balance whatever. His Dep-
uty was Henry S. Ruth, who served under
Robert Kennedy when he was Attorney Gen-
eral. One of his assistants, James Vorenberg,
served on the McGovern staff when McGovern
was running for President. He was a frequent
critic of President Nixon’s law and order pro-
nouncements and had served under Attorney
General Robert Kennedy.

Philip B. Heymann, who was on Cox’s staff,
was an assistant to the solicitor general
during the Kennedy and Johnson Adminis-
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